New in Release: Secomea Release 8.3

@ This document lists the changes from Release 8.2 to release 8.3

Version: 1.1, 2018
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Change log

1.0 Initial version
1.1 Minor pre-release edits
Information

= Overview of the new features and changes in the products

® Products: GateManager, SiteManager, LinkManager8 and LinkManager
Mobile

= Release firmware build: 8.3.18404

Highlights

Server Relays now support DNS/hostname.

Follow-up to Release 8.2: Enhanced GTA services in the
LinkManager 8 GUI.

SiteManager 3G/4G stability update, especially when using
International SIM provider.

SiteManager Embedded with 100 static relays.

Different enhancements and bugfixes — see Release note 8.3 for a
detailed description of bugfixes
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GateManager

New in GateManager updates and fixes.

1.1. Support for DNS names in Server Relays and WEB
Proxy relays

Note that the alias follow the LDH rule (letters, digits, hyphen) of the DNS
standard. This means the characters allowed are consisting of characters a
through z, A through Z, digits 0 through 9, and hyphen (case insensitive) and
may not start or end with a hyphen.

1.2. Dynamic updated DNS names for Server Relays and
WEB Proxy Targets

Previously, it was only possible to make a Server Relay to an IP address. With
Release 8.3 it is possible to enter a hostname/DNS name. Even with a forced
refresh timer, in case the DNS name is dynamically updated.

Example — NTP Server Relay using DNS name (pool.ntp.org):

The following example show the use of SiteManager as NTP server where the
NTP server IP dynamically change over time:

SiteManager Server Relay:
GateManager Server Relays (Device to Server)

Server Target Address Server Virtual Address

W\ N s
[\ |
Log/SCADA server GateManager Internet SiteManager Device
Using 2 of 100 relays
Status Disable Type S/N Relay Name Server Target Address Server Virtual Address Interface MaxC Idle Restr Comment

IDLE uDp v | 200 NTP_server_relay NTP_DNS DEV1:123 Aute ¥ z i}

Figure 1 - Create a Server Relay on the SiteManager

On the GateManager, the Device TAB will show if the Target has not been
created correctly.

Server Target Address: INTP_DNS [] override L4

i, Server Target Name not defined.
“= Check "Server Relays — Server Target Names" under Domain » Relays

Figure 2 - GateManager report Target is not defined
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Domain Activity T Domains Accounts Licenses T Appliances Alerts

Actions Messages I Relays+ I Reports Usage T Audit

F Domain Relay Settings
F Device Relays - Device Virtual Addresses
F Device Relays - Access Filter

F Server Relays - Server Target Addresses

| Server Relays - Server Target Names [2]

* Yy

INTP=104.255.101.171:123 i}
MAIL=127.0.0.1:25 i)
NTP_DMS=pool.ntp.org 123 | W 5.186.56.172

F Web Proxy - Target Subnets

F Web Proxy - Target Names [2]
| save || Cancel || Refresh |

Figure 3 - Create the Server Target Name like NTP_DNS

Server Target Address: INTP_M Dverride q | Sawe || Cancel |

Figure 4 - Relay established with success

Redirecting port:

If you for some reason need to redirect to, in this case port :123 to :10123, it
is done on the Server Target Name like shown below. The Relay on the
SiteManager is not changed like shown in Figure 1.

| Server Relays - Server Target Names [3]

x ¥

MTP=103.255.101.171:123 m’
MAIL=127.0.0.1:25 i
NTP_DMS=pool.ntp.org:10123 il

5.186.56.172

Figure 5 - redirect port

Refreshing the IP address:

The system will, by default, resolve the DNS name every 30 minutes. This
should in most cases be enough and should not be changed. If the TTL time
on the DNS name is less than 30 minutes and the system need to change the
IP for example every 5 minutes, it can be done by adding @5 to the Target
name:
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Server Relays - Server Target Names [3]

+

)

NTP=193.255.101.171:123 i}

MAIL=127.0.0.1:25 it
]

MNTP_DMS=poolntp.org@5:10123 5186 56 172

Figure 6 - add refresh interval

1.3. WEB Proxy — Target Names

As for Server Target Names, you can also have DNS names for the WEB
Proxy Target names like shown below:

Web Proxy - Target Names [2]

+

L+ Yy
WEBPROXY=127.0.0.1:3128 ﬁ
PROXY_CLOUD=proxy.cloud.com:3080 i UNKNOWN HOSTMAME

Web Proxy -Target Names relates to the web proxy that is enabled on the
SiteManager — see Figure 7/below:

erarnaoer I

sechmeq
SETUP « System GateManager “rFN Routing Maintenance Status
GateManager Info * General + Agents s Alerts s Device Relays * Server Relays

Log = HELP

Web Proxy

GateManager Web Proxy Relay

Web Proxy Relay: Enabled
Auto-Discovery Modes: DHCP only
Local Port: 8080

Remota Web Proxy: PROXY_CLOUD

Idle Timeout: &00 seconds

Idle Threshold: n] byteas

Connect Forwarding: Via Remote Proxy -
Save

The changes have been activated (no need to reboot)

Figure 7
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1.4. Working with Target Names

1.4.1. Server Administrator

To change Relay settings, you need to login as Server Administrator.

1.4.2. Use Local Relay Settings

Depending on your setup you might need to set the Use Local Relay Settings
as shown in Figure 8.

Domain Activity Domains Accounts

Relays Reports Usage Audit

Domain Relay Settings

Use Local Relay Settings:

Enable Inter-device Relays:

0 O =

Enable Web-proxy Device Ralays:
Figure 8

1.4.3. Timers

The default DNS refresh time is 30 minutes. This means that a DNS name like
“proxy.cloud.com” is checked every 30 minutes in case the IP address
changed. If the TTL time of the DNS record is 30 minutes or more there is no
reason to add the retry option as shown in Figure 6. It is only in case the TTL
time is less than 30 minutes.

1.4.4. UNKNOWN HOSTNAME

If the DNS name cannot be resolved when the Target Names is configured, it
will show as “unknown hostname”. Note that the system will not try to resolve
the name until after 10 minutes.

Web Proxy - Target Names [2]

+ W

WEBPROXY=127.0.0.1:3128 i
PROXY_CLOUD=proxy.cloud.com:8080  fif UNKNOWN HOSTNAME

Wait 10 minutes
Web Proxy - Target Names [2]

+ Y

WEEPROXY=127.0.0.1:3128
PROXY _CLOUD=proxy.cloud.com: 8030

-
|
¥}
=
o
=
o
-

Sawe Cancel
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2. LinkManager 8

2.1. GUI brush-up

l Tree — LinkManager User: GM4260-LM-03 (H.Kromann DK) _
2R E ¢ aQ
i _Accounts
] Machine
7 Machine

[C7 siteManager
[C7 siteManager

Figure 9 — previous LM8 GUI

Previous LinkManager 8 representations could in some situations, where
domains are name the same, get to a scenario where it could be difficult to
locate the correct site. The bbove example show 2 sites having the same two
domains called Machine and SiteManager.

l Tree — LinkManager User: GM4260-LM-03 (H.Kromann DK) _
I Q

B _Accounts

] CustomerDomain.FabricA Machine

(77 CustomerDomain.FabricA.SiteManager

[Z] CustomerDomain_FabricE.Machine
[ZJ Custom erDom ain_FabricB_SiteManager

Figure 10 — New LM8 GUI (Customer Domain)

To solve the above example, LinkManager 8 includes the parent domain. In
the example above, a customer domain reveals that there are actually two
domains called FabricA and FabricB
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[ Tree — LinkManager User: GM4260-LM-03 (H.Kromann DK)
SR EWC Q

] GM4280_1A ParentDomain.Non-Custom erDom ain. FabricE Machine
O] GM4280_14 ParentDomain.Non-Custom erDom ain.FabricE.SiteManager
O] GM4260_1A ParentDomain.Mon-Custom erDom ain.FabricF.Machine
[C] GM4260_1A ParentDomain.Mon-Custom erDom ain.FabricF SiteManager

Figure 11 — New LM8 GUI (Own GateManager)

Figure 11 show the same as Figure 10 but for non-Customer domains.

2.2. Update of the Go To Appliance options (GTA)
New improved help bulb for various Go To Appliance options.

From Release 8.3, LinkManager 8 will be able to detect a subset of client
software (as we will recall from the well-known GTA service tools in
LinkManager 7). The following are currently detected:

VNC client:

- UltraVNC (www.uvnc.com) expected to be installed in the following
default folders
<program files>/uvnc bvba/
<program files>/UltraVNC/UltraVNC/

- TightVNC (www.tightvnc.com) expected to be installed in:
<program files>/TightVNC

- RealVNC (www.realvnc.com) expected to be installed in:
<program files>/RealVNC

RDP expects the Microsoft Remote Desktop client to be installed/available
(mstsc.exe).

SSH expect the Putty (www.putty.org) software to be installed in:
<program files>/PuTTY

Telnet will use the Putty program for telnet access, see above.
Web Browser will always use your default Internet browser.
Username and password:

VNC, RDP and SSH will support Username and Password if configured in the
agent (like the Desktop PC agent).
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http://www.uvnc.com/
http://www.tightvnc.com/
http://www.realvnc.com/

2.2.1. SSH

s

Name: SSH (SM3339_F8-CE) - 172.16.16.36
Product: GENERIC - Secure Shell (SSH) Agent
Serial: D0COA200F8CE#09
Master: & SM3339_F8-CE
Created: 2018-10-04 17:01

Source IP: 172.16.16.1

Firmvare: v0S_vendor_18404

[y Connect | [ElissH | ¢

' | 6o 70 Device - Setup button sctions
Last-‘

Here you can select the default actions for each of the Go To Device buttons:
Devi
Uptir | Other program (manual start)
SSH

Note: For improved SSH support, install the PuTTY client softvare.

Figure 12 Putty(SSH) client not installed.

Go To Device - Setup button actions

Here you ca'n‘seled: the default actions for each of the Go To Device buttons:

(O show selection menu
SSH| (@ SSH (PuTTY) *
O Other program (manual start)

* Only available when LinkManager is Ready.

[Seve ] | cancel |

Figure 13 - Putty installed
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2.2.2. VNC

om0

MName: Win10_DesktopPC (SM3339_F8-CE) - 172.16.16.56
Product: GENERIC - Desktop PC Agent

Serial: 00COAZ00FECE=#00

Master: &y SM3335_F8-CE

Created: 2018-08-07 10:36
Source IP: 172.16.16.1
Firmware: v0S_vendor_18404

[ Comeet | | wivie | | waRoe |

he; Here you can select the default actions for each of the Go To Device buttons:

Bl Go To Device - Setup button actions n
Las

Con (O Show selection menu
Devi VNG (O In-browser VNC Viewer
| (® Ultravne *
Upti
} OOther program (manual start)
(O Show selection menu
RDP | (®) Remote Desktop *
OOther program (manual start)
* Only available when LinkManager is Ready.
| save | ] Cancel ]
Figure 14
2.2.3. General

Supported services are RDP, VNC, SSH and WWW.

| Go To Device - Setup button actions a [

Here you can select the default actions for each of the Go To Device buttons:

(O show selection menu
VNC | (@) In-brovser VNC Viewer
(O other program {manual start)

RDP | ( Other program (manual start)

SSH ._ | Other program (manual start)

[Seve ] | cancel |

Note: The LinkManager Client is not Ready, so some options may be missing from the above lists.

Figure 15

If LinkManager is not started, you will not have the option to launch the GTA
service program automatically.
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Here you can select the default actions for each of the Go To Device buttons:

(® Show selection menu

(O In-browser VNC Viever

(O Tightvne *

(O ultravnc *

(O RealvnC *

O Other program (manual start)

VNC

(O show selection menu
(®) Remote Desktop *
O Other program (manual start)

RDP

(O) Show selection menu
(®) SSH (PuTTY) *
O Other program (manual start)

* Only available when LinkManager is Ready.

[ save | | cancel |

Figure 16

The system will detect if a LinkManager is running and the GTA options will
expand. You can select different GTA programs of choice.

Remote Access to Windows 10 Computer

Services:

VNC: 172.16.16.56:5900 [ Tightvnc | | uiravne | | Reatvnc

SSH: 172.16.16.56:22 SSH (PuTTY)
RDP: 172.16.16.56:3389 Remote Desktop
HTTP: http://172.16.16.56:80
Connections:

Local Remote Proto Ports
172.16.16.56 — 172.16.16.56 tcp *
172.16.16.56 — 172.16.16.56 tcp 22,23
172.16.16.56 — 172.16.16.56 udp *
172.16.16.56 — 172.16.16.56 tcp 80

Figure 17

If you have multiple VNC clients installed, the system will detect the well-
known clients and show the GTA buttons for each, see Figure 17.
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2.3. About the new GTA Service

If you have installed ex. putty but the Go To device service still show it is not
detected, it might be because you need to exit the LinkManager 8 Client
(Traylcon) and let the system start it again. The GTA services are only
detected during the start of LM8 Client.

The selected option is stored in the browser Cookie on the local PC, so the
setting is stored across pressing F5 or logout/login.
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3. LinkManager Mobile

There have been no major changes to LinkManager Mobile functionality in this
release.
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SiteManager

4.1. Subnet Agent added to the small SiteManager

Previously only the SiteManager 33xx supported Subnet Agent now it has
been added to the SiteManager 11xx.

GateManager Agents

Using 5 of 5 agents

status Disable S/N Device Mame Davice Type Device IP & Par:
IDLE =00 Subnetagent GEMERIC ¥ | Subnet ¥ | |152.168.115.0/24

IDLE =01 SubnetAgent GEMERIC ¥ | Subnet ¥ | |152.168.115.100 +BCD

IDLE =02 SubnetAgent GEMERIC ¥ | Subnet ¥ | [132,168.115.8 TCPD=80.4432
IDLE 203 Subnetagent GEMERIC ¥ | Subnet ¥ | 152.168.115.157 UDPD=888E
IDLE =04 SubnetAgent GEMERIC ¥ | Subnet ¥ | |152,168.121.0/24

LogTunnel Cliant
LogTunnel Mastar {Pull}

ﬂ LogTunnel Master {Push) L‘ LR

Web access [(WWW)

Remote Desktop (WNC)

Remote Desktop (RDP)

Daszktop PC

All ports, 1-way NAT

All ports, 2-way NAT

All ports, Transparent

Subnet

Serial

USB-Serizl Adapter

USE-Ethernst Adapter

Device

Sacure Shell (SEH)

FTFR

Shared Faolder

Layer2

Sniffer

Figure 18 - Subnet Agent for all SiteManager 11xx models

4.2. SiteManager Embedded extended with 100 relays

From Release 8.3 both SME for Linux (v6111) and SME for Windows (v6110)
will have 100 Static Server or Device Relays when using the “Extended 10
agent” license.

SETUP « GateMamager S5tatus Log « HELP
GateManager Info + General » Agents + Device Relays » Server Relays s Status

GateManager Device Relays (Server to Device)

Device Virtual Address Device Target Address
< Y ; N
E;l-- ]
Log/SCADA server GateManager Internet SiteManager Device

[ Using 0 of 100 relays ]

| Refresh | | New |

Figure 19 - 100 relays for SME
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Known limitations

On the release of 8.3 we have the following known limitations.

5.1. Upgrading/downgrading LinkManager 8

Please note that when upgrading/downgrading LinkManager 8, the
LinkManager Tray Icon should be exited, and no active connections should
be running.

5.2. Reinstalling LinkManager 7

If for some reason you need to reinstall LinkManager 7 you also must run the
LinkManager 8 installation once more.

Download and install LinkManager 8 from the Troubleshooter:

LinkManager Client Detection Troubleshooting

Please check the following items and make sure everything is setup and running correctly.

' Is LinkManager Client supported on your workstation? v

~ Is LinkManager Client 8.0 (or newer) installed and up-to-date? v e ‘

To manage remote connections from the GateManager portal, your workst3ii ust be running
LinkManager Client release 8.0 or newer (currentversion: 8.3.1840

You can download the latest LinkManager Client installer HERE.

Note: Administrator rights are required to install or update the LinkManager Client software.

* Is LinkManager Client 8.0 (or newer) running? v

» Are popup-windows from the GateManager allowed in your browser?

» Are Internet connections going through a Web Proxy?

» Does Web Proxy use its own certificate to impersonate the GateManager?

» Other steps you may try

Use Proxy Reconnect Cancel

Figure 20 - how to download LinkManager 8 manually.

/end
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Secomea A/S

Denmark

CVR No. DK31 36 60 38
Email: support@secomea.com

www.secomea.com

Page 17 of 17

sechbmed



	Change log
	Information
	Highlights
	1. GateManager
	1.1. Support for DNS names in Server Relays and WEB Proxy relays
	1.2. Dynamic updated DNS names for Server Relays and WEB Proxy Targets
	1.3. WEB Proxy – Target Names
	1.4. Working with Target Names
	1.4.1. Server Administrator
	1.4.2. Use Local Relay Settings
	1.4.3. Timers
	1.4.4. UNKNOWN HOSTNAME


	2. LinkManager 8
	2.1. GUI brush-up
	2.2. Update of the Go To Appliance options (GTA)
	2.2.1. SSH
	2.2.2. VNC
	2.2.3. General

	2.3. About the new GTA Service

	3. LinkManager Mobile
	4. SiteManager
	4.1. Subnet Agent added to the small SiteManager
	4.2. SiteManager Embedded extended with 100 relays

	5. Known limitations
	5.1. Upgrading/downgrading LinkManager 8
	5.2. Reinstalling LinkManager 7


