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Change log

0.1 Initial version

0.2 Reformatting

0.4 Additional chapters added

0.5 Update .PACKAGE chapter 2.6

1.1 Final version

1.2 Added Extra Padlock case in Appendix A

1. RELEASE 7.2

Release 7.2 includes several security related changes, details of which are not dis-
closed here. We strongly recommend that you upgrade all hardware and software
devices to this release.
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2.1.

GateManager

Free Web-Server Certificate (Lets Encrypt)

From GateManager release 7.2 it is now possible to install a royalty-free Web-
server Certificate. If your server already has a trusted Web certificate there is
no reason to use this option.

Before:

A Not secure | b#s://gm9250own.dyndns.org/admin

B Secure | https://gm9250own.dyndns.org/admin

We have implemented the Let's Encrypt service, and an install wizard that
should be self-explained as far as possible.

Requirements:

Full Qualified Domain Name - the GateManager will need a public
DNS name

There must be access from the internet to port 80 on the
GateManager

GateManager must have full DNS service access to the internet (out-
bound UDP port 53)

The DNS name and the public IP address of the GateManager must
be the same

Some of the requirements are not mandatory and if the requirements are not
fulfilled the installation wizard will prompt and guide with instructions.

Nice to know:

The Web Certificate will automatically be renewed every 30 days.

Do not manually try to renew the certificate too many times. There are
a limit and exceeding this limit the GateManager will be rejected. Re-
lease time will be 7 days (see appendix).

For testing it is recommended to use a staging server. (see appendix
“Staging server for experimental tests”)

There is no guarantee that various web browser providers will NOT
reject the Let's Encrypt CA in the future, but when writing this, the
certificate has full support with all major browser providers.
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2.1.1. Successful installation

Log in as Server Administrator and select Server -> Certificates.

Status Log Mail Config Certificates Routes Tools B-acl-:uil

Server Certificates

Web Server Certificate - Using local CA certificate

The Web Server certificate and private key are uzed to authenticate yvour server when
accessing the server from a browser with the HTTPS protocol. If you don't use a Web
Server Certificate issued by a publicly recognized certificate authority, the browser will
issue & 55L warning of some form, warning users that the identifiy of your GateManager
server cannot be validated.

You can use the "Free Cert" button to autom atically obtain and install a royalty-free web
server certificate.

Alternatively, use the "Make C5R" button below to create a "Certificate Signing Request”
file suitable for ordering a properly signed certificate from your preferred certificate
authority.

| Install | | Make C5R | | Free Cert |

This server is configured correct and you can press [Free Cert] to start the
Let’'s Encrypt process.

If in case, there should be a configuration issue, it will be shown in red as
shown in the figure below:

Status Log Mail Config Certificates Routes Tools Backu

Server Certificates

Web Server Certificate - Using local CA certificate

Active Public IP (94.18.233.171) does not match External Public Hostname
"gm 9250own.dyndns.org" (34.18.233.170)

The Web Server certificate and private key are used to authenticate yvour server when
accessing the server from a browser with the HTTPS protocol. If you don't use a Web
Server Certificate issued by a publicly recognized certificate authority, the browser will
issue & 55L warning of some form, warning users that the identifiy of vour GateManager
server cannot be validated.

You can use the “Free Cert” button to automatically obtain and install a royvalty-free web
server certificate.

Alternatively, use the "Make CSR" button below to create a "Certificate Signing Reguest”
file suitable for ordering a properly signed certificate from your preferred certificate
authority.

| Install | | Make CSR | | Free Cert
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Rovalty-free Web-server certificate from Let's Encrypt

DISCLAIMER:

Secomea has no affiliations with Let's Encrypt, and does not recommend or prefer their
services in favour of other commercial or free certificate issuers. Which CA yvou decide to use
is solely your own responsibility.

Secom ea cannot guarantee that Let's Encrypt will remain in service, or that the APIs of Let's
Encrypt {as implemented by the GateManager software) will continue to work as APls are
subject to change.

A royalty-free certificate is only valid for 90 days (typically). but GateManager will
automatically attem pt to renew the certificate 30 days before it expires; however Secomea
cannot guarantee that the certificate renewal will work if the Let's Encrypt "Terms of Use”
changes and requires manual confirmation of the new terms (the procedures how this is
handled are not clear at the time of this GateManager release, butitis supposed that a
natification is mailed to the your Let's Encrypt account email).

The main advantage of the royalty-free service is that you can immediately obtain a browser
trusted certificate for a new GateManager installation, but if you like, you can - at any time -
decide to use another certificate issuer for your server.

Get royalty-free Web-server Certificate

You can obtain and install a royalty-free web server certificate for vour server from Let's Encryot.

To proceed, you need to register an account with Let's Encrypt and accept their Terms of Service.

Account email:

|#| I accept the Secomea Disclaimer.

|#| I accept Let's Encrypt's Terms of Service.

Register || Cancel

Pressing the [Register] button will start the Web-server Certificate process and
the certificate will automatically be installed.

Cbtaining certificate.

This may take a few seconds, please wait ...

[ ] )

Obtaining and Installing royalty-free Web-server Certificate

Successfully obtained and installed royalty-free certificate!

Press F5 or click on the browser's refresh icon to use the new certificate.

Activity:

Fri 2pr 7 13:15:Z¢ : Validated domain on httpa:/facme—-w0l . api.letsencrypt.org.
Fri 2pr 7 13:15:27 : Fenerzted C52 for -

Fri 2pr 7 13:15:28 7: Created certificate: Subject: CH=F

Fri &pr 7 13:15:Z8 Zdd issuer cert £l from http:/ cert.int-x3.letsencriypt.crg/

Fri &pr 7 13:19:Z% 7: 2dd issuer cert #2 from http://apps.identrust.com/roots/dastrootceax3.pic
Fri Zpr 7 13:19:Z% UIC 2017: New certificate installed (w. —_— J———

The browser address bar should now show:

@ Secure | https:// : -.f'acmin|

You might need to close the browser to make a fresh update.

For troubleshooting and more information see APPENDIX — Let’'s Encrypt
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2.1.2.

2.2.

2.2.1.

2.2.2.

SSL test using Free Web-certificate - Top Rating

SSL Report: gm4260secolab.dyndns.org (94.18.233.169)

Assessed on: \Wed, 15 Mar 2017 22:33:06 UTC | HIDDEN | Clear cache

Summary

Overall Rating

Certificate

Protocol Support

Key Exchange

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

On this GateManager we installed a free Let’s Encrypt Web-server Certificate
and ran an online SSL scan from “ssllabs.com”.

Secondary ID (Serial 2)
Requirements:

- Both SiteManager and GateManager must run 7.2 to activate Secondary
ID.

From release 7.2, all appliances have been issued a Secondary ID.

Scan Another

Mame Type Data

ab|(Default) REG.SZ  (value not set)
ab|Serial  REG_SZ  95B5995AD1CE-odWAHAEWOLS

REG.SZ  b2gSTLEMgneodWwVWIaBFETVVomZMgSTLBMgneodSTAL OoMmEcmGxTzKNIKhZ

In addition to the normal serial number generated by the appliance, we have
added a Secondary ID (also named “Serial2”) to enhance security.

Secondary ID secure your SiteManager

The first time a SiteManager connect to a GateManager version 7.2 it will ex-
change the Secondary ID and only GateManager and this SiteManager will
know this number. If another SiteManager try to reuse a previous SiteM-
anager’s connection it will be rejected because it doesn’t know the Secondary
ID.

This is especially important for SiteManager Embedded that in some cases
can be hard copied and thereby use the same Serial number, but Serial2 (Sec-
ondary ID) will be unique.

Known issues implementing Secondary ID

In general, there will be no issue when starting using the Secondary ID imple-
mented in 7.2. It is only in case a SiteManager is downgraded to pre-7.2 re-
leases or for some reason has been flashed and the Secondary ID has been
removed. For more details about issues see APPENDIX — Troubleshooting
Secondary ID
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2.3. Account Certificates changed to SHA-256

From release 7.2, the GateManager will start using SHA-256 certificates for
all accounts created after the upgrade.

Old and existing accounts will continue to use the previous SHA-1 certificate
until it is renewed.

Renewing account certificates can be performed on each account or using the
global renew feature.

This requires a Server Administrator account.

I Status I Log I Mail ] Config I Certificates ] Routes I Tools I Backups I AL Password

Server Certificates |

Web Server Certificate - Installed ¥

Using royalty-free certificate.

The Web Server certificate and private key are used to authenticate your server when accessing the server
from a browser with the HTTPS protocol. If vou don't use a Web Server Certificate issued by a publicly
recognized certificate authority, the browser will issue a S5L warning of some form, warning users that the
identifiy of your GateManager server cannot be validated.

You can use the “Free Cert” button to automatically obtain and install a royalty-free web server certificate.

Alternatively, use the "Make CSR" button below to create a "Certificate Signing Request” file suitable for
ordering a properly signed certificate from your preferred certificate authority.

| View | | Upgrade | | Make CSR | | Free Cert |

Appliance TLS Certificate - Installed v

The Appliance TLS certificate and private key are used to authenticate appliances (e.g. SiteManagers)
connecting on this server. Any SiteManager connecting to your server will be locked to vour server's TLS
certificate, which ensures that noone can hijack your SiteManagers.

View

Local Account CA Certificate (SHA-256) - Installed v

The local Account CA certificate and private key are used to authenticate user accounts created on this
server.lt is normally created when you install or upgrade the GateManager server.

View

Local Account CA Certificate (SHA-1) - Installed /&

The legacy 5H&-1 local CA certificate is used to authenticate user accounts whose GMC or LMC certificates
were issued before the local CA certificate was upgraded to SHA-256.

Once you are sure all accounts have been issued new certificates signed with the SHA-256 local CA, you can
disable SHA-1 support below. When disabled, yvou will have the options to reenable SHA-1 support or delete
the obsolete local CA certificate.

| View | | Disable ||| Accounts | P_

When pressing the “Accounts” button a list of all accounts that are using the
old SHA-1 certificate will be shown. From this menu, it is possible to renew all
or selected accounts in one go.

When an account is renewed, it will be marked as shown below:

o LM-only-Basic Heirik Kromann Knudsen
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2.4.

Enabled accounts still using SHA-1 certificate

F Selected 0 of 7 accounts |
I S S ™ S S T T P BT
[ 8 Anothertm Allan Brehm Clausen  abc@secomes.com LinkManager Usar X.508  2016-06-27 EinDomaine

| 8, DetteErBasicadmin  ksb abc@secomea.com LinkManager User X.508  2016-10-27 UsersLiveHers. Test
0 8 alizsz Gustaw gli@secomea.com LinkManager User X.509  2016-10-21  2016-10-25 ROOT

O 8 «rs Kim Storm kfs@secomea.com LinkManager User X.509  2016-03-22 2016-03-22 ROOT

O & ke Kim R. Pedersan krp@sacomea.com LinkManager User X.509  2016-11-08  2016-11-14 ROOT

] 8 Mr.<TAB> <T/AB>Tab Hans<TAB> <T/AB>Tab abc@secomea.com LinkManager User X.508  2016-10-24 UsersLiveHera

e I e

Account Name:  [Test Plus |

Account Rolet LinkManager User v ¢
Account Language: | Danish (Dansk) v

Description: ‘

IMPORTANT! — renewing an account will send a new account certificate to
the user and the old certificate can no longer be used.

GateManager support dual source IP

From release 7.2 it is now possible to disable the source IP restrictions on the
GateManager. Previous GateManager versions would have a restriction on
the source IP of the client this is no longer necessary due to the encryption
implemented. This also solves the cases where a company is using dual in-
ternet connections for load balancing or as many mobile internet providers are
using multiple gateways to the internet.

GateManager Server Administrators only:

Server > Config > Go To Appliance / Relay Settings:

[ Tree T Files T Licenses I Server

[ Status T Log T Mail l Config I Certificates T Routes T Tools T Backups T AL Password

3 &. WAN (Public/Private) Interface Setup
b & LAN Interface Setup

b &k DNS and NTP Settings

‘ Igﬁ Go To Appliance [ Relay Settings

Fixed RDP port: 3330 GTA idle timeout: minutes’) Relay Interface:
Fized WNC port: GTA max queue bytes: KBS Relay Usage Activity:
Fixed Java VNC port: 5800 v o |
TCP Mo Transmit Delay:
Fixed Telnet port: l:l GTA secrets: Enabled+5Src ¥ |5
TCP Low Latency:
o

Fixed SSH port: Enable Browser VNC: 5

Parameter: GTA secrets B

For HTTP{s) connections, this feature requires HTTPS proxy enabled!

By enabling GTA secrets, a unique cookie are applied to the browser session initated by GTA from
GateManager Portal or LinkManager Mobile.

This will add an additional security level to all http and https sessions. The security is thereby comprised of:

b [ « 1. Connections between client browser and GateManager are encrypted (also for devices that uses
http only).
« 2. GateManager only allows connections from the public source address of the client initiating the
r GTA session (only if set to "Enable+5rc”).
« 3. GateManager only accepts connections using the unigue cookie.
. « 4. GateManager only allows connections within 60 seconds from the GTA request by the client [this

does not apply to HTTP].

3 E Note that the GTA secret is not used or required for standard LinkManager, as all GTA connections are
routed inside the encrypted connection between the LinkManager virtual adapter and the GateManager.

W
E

(0f
o

Note: This don not relate to LinkManager GTA (Go To Appliance) because it
always use a tunnelled connection.
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2.5. Internal DEBUG GUI
By default, the Debug GUI has been disabled.

Debug GUI on https://<SERVERIP>:444 enables access to the GateManager
backend OS and is only useful for debugging and troubleshooting.

Product Information

GateManager 4260

IDEVELOPER WEB INTERFACE - FOR EXPERT USE ONLY

[This inkerface i provided solely for tasting and dabugging.
I[DO NOT CHANGE ANY SETTINGS VIA THIS INTERFACE.

[altsays use the Servar > Config pags en the standard
o setup the =

Intarfacs load for the last 30 minutes
AN 1000 ops.

Legend: Tx Rx

The “Debug GUI” button has been removed from the GateManager Appliance

view:

T T I —— | =1 )
‘§|t E 3 E ﬂ =1 J q = 5 @l‘r- Secom ea-9250.gatemanager.dk @ secolab9250 secolab.local - 172.16.17.201 in&ROOT
& roormm Coraroroen

‘.
' . -

,,  Secomea-9250.gatemanager.dk @ secolabozy

[| &3 Debug Console | - | X Disable | | il Delete | | (5 Ping | I

To enable the Debug GUI again, go to Server -> Config -> Web Services &
Debug Console:

| e Web Services & Debug Console

Remote Audit Log Server: | Enable Web Proxy: [+

Web Proxy Policy:

Remote Syslog Server: |

Remote Syslog Level: Enable Debug GUL: [
Log Debug to Syslog: [«

Place a checkmark and click “Save”:

GateManager Configuration

Enable Debug GUI: |+
2 o Cancel I Save IRe;larl server: | |

After a refresh of the GateManager view, the “Debug GUI” button will have

returned:
|§|t % a IE ﬂ ] & J Q & | = @lf-Secomea-QZSO.galemanager.dk@secclabQZSO.secolab.\ocal- 172.16.17.201 inéROOT
5 oor Carararoen 0
R
‘.

|— [l Secomea-9250.gatemanager.dk @ secolab92y

| 3 Debug GUI | | [¥ Debug Console | - ‘ % Disable | | fif Delets | ‘ (B Ping |
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2.6. Show selected item details in the right-side panel

lTrae Files | Licenses | Sarver My Account | About | Logoff

[B%: e EhEe [ Q| = C-OffceTable

£ 1) CMM260_1A R - Domain | Activity | Domains | Accounts | Licenses | Appliances | Alerts | Actions | Messages | Relays | Reports
'- Usage | Audit
S| Ez| (A 8 (%] |@| wioe: @omine [Danaches agems  Selected 0 of 2 appliances § =
(8] wme 1 semne  limtdewsen | en ouna |
- [ & SM3338-T8-CE 3339 :CE 2017-02-21 23:24:26172.16.16.1 17056
.
.
Name: SM3335-EB AS[*MASTER*]
Product:  SteManager 3339 [Mobile broadband]
Serial: 3339:00:C0: AZ:00: EB: A6
Created:  2015-12-78 18:18
Source Pz 172.16.16.1
Firmware:  v3339 17064 [ 170641
. = SiteManager CUI | - | . Chat | | 3XDisable | | Deless | | (& Fing |
Last heartbeat:  2017-02-21 23:24:24 (1 minute 42 seconds ago)  Next: 23:26:21 (pending 00:08) @
' OfficeTable
5 ¥ SM3330-EB_ASI*MASTERY] DEVL port: 172.24.2.1/255.255.255.0
v UPLINK pont: 172.16.17.198/255.255.255.0 {UP)
5 " SME330-FE-LE UPLINKZ port: 10.41.34.55/255. 255.755.255 {UP)
- Expansicn Siot: 4G [Flexfone Flextzne]; Signal: 23
0 - Modem ID (IMEL): BE6154021B82269
- SIM ID {IMSI): 236016210071 308
- uptime: 59 minutes S8 seconds
- Date/time: 2017-02-21 23:24:23
CPU Load:
o gt - - - Temperature: 327
GateManager Address: gmd 260secolab. dyndns.org hansi.cu 54.18.233.163
Inputs:
UPLINK 10 Meps
Legend: Tx R Ioteface: [Defaule ¥ | Seale [ Line Seeed ¥ | e

W GateManager sechmea__

From any list in the right-side window you can now click an item to show the
appliance/object details below.

2.7. Comment on Firmware

As always you can add a comment to the uploaded firmware on the
GateManager Server. From 7.2 this comment will also be shown in the appli-

ance detail window.

Firtrware Repositary

B

Upload firmware [max 95 MB): 110_1 7026 ffs
comment SMME for Mindows

| | upload | | cancel |

[ Status I Firmurare I Templates I Scripts I Public T Logos T Terms I PMugins I Audit _

Add a Comment when uploading a new firmware, i.e. “SME for Windows”.
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2.8.

2.8.1.

2.8.2.

Y V,- W201 25ME DaIM-OUQI44ESILE] in L SME

| Appliance Agents Backups Alerts Actions Usage Audit

Marne: W20125ME [WIMN-0UQI44ESILC]
Product:  SiteManager Embedded for Windows

Serial: 1101 CTSOSESIFE2-hsUglciTedR
Created: 2016-11-01 1308

Source IPy 172,16,16.1

Firrmware: w&110_17026 [ SME for Windaws ]

License: a (SiteManager Embedded Extended, 10 Agents #2d)

o SiteManager GUI | - Chat }{Disahle @ Delete = Ping

Last heartbeat: 2017-02-27 15:22:47 (3 minutes 26 seconds ago)  Mext: 15:31:54 {(in 05:29) &
CEV] port: 172.16.17.187

Operating System: Windaws Server 2012 (1&4)

Uptime; 21 zecands

Drateftinme: 2017-02-27 15:122:49

GateManager Address: gmdZé0secaolab.dyndns.org

The Comment is then shown after the firmware build number. This is intended
to link a product number, like v6110, to a description.

The fact that this SiteManager Embedded (SME) is for a Windows operation
system will now be explained by the text “[SME for Windows]”.

If you need to change the comment, just upload the firmware one more time.

Firmware comment autogenerated from firmware pack

From release 7.2 you can make your own ZIP archive of firmware bundles that
each contain a comment as described in the “Comment on Firmware” chapter.
In this way, you do not have to enter a comment when you upload the ZIP
archive to the GateManager.

This is only relevant if you have your own GateManager. These comments
can only be changed or created by the Server Administrator.

Example of firmware comments
Create a folder on your local PC called “Release 7.2”.

In this folder, create a text file called “.PACKAGE.TXT” (including the leading
. (dot)).

Edit the “.PACKAGE.TXT” file so that it contains one line:
PACKAGE=Public_Release 7.2

Paste in all the firmware files (*.ffs) in to this folder and ZIP it in to the file:
Public_Release_7.2.zip

Uploading the zip file to GateManager will automatically create the comment
“Public Release 7.2” for all firmware files.

Individual comments

If you need to have a different comment for one or more firmware files you just
to create a sub-folder (any name will do) and place a “.PACKAGE.TXT” file in
this folder together with the .ffs file.
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2.9.

“Audit Log Boundary” once every day (log heartbeat)

A customer request to monitor if the system is still alive has been imple-
mented. In case the GateManager has not reported anything to the event log
or to the remote syslog we now send a boundary log every day at 00:00 o’clock
that serves as a heartbeat.

Domain I Activity

Accounts Licenses Relays+

Appliances Alerts Actions

Messages

Reports T Usage

Audit

o= =] @Q
[tme [poman | vser | Evest | Obec |  mformaton |

2016-11-29
ot:oo:o0 ROOT

Audit Log

Boundary Tue Mow 25 00:00:00 2016

2.10.Failed Login Limits with certificate

Just as “Username/Password” accounts on the GateManager, certificate
logins are now a part of the Failed Login limits. More than 3 failed logins will
result in the following:

ate

sechmed

GateManager Login Failed

Too many failed login attempts.

Please wait 2 minutes and try again.

anager

secbmea

2.11. Audit log Summary View not default

Beginning from 7.2, the Summary View in the Audit tab is no longer the default
view. Before 7.2 it would look like this:

[ Appliance T Agents T Backups T Alerts T Actions T Usage I Audit
@0 Q
pomain | vser | Event  [Object [count |

QATestLab
QATestLab
QATestLab

QATestLab  Allan The Administrator Command

Firmware Upgrade . 3

Appliance Disconnect . i

Appliance Connect . 10
. 1

After 7.2, the default setting the same data will now look like this:

[ Appliance T Agents T Backups T Alerts T Actions T Usage I Audit _

] 163 RSN
e e e e

2017-03-10 08:52: 41 QATestLab
2017-03-0% 10:51:46 QATestLab
2017-03-09 10:50: 32 QATestLab
2017-03-0% 10:50: 25 QATestLab
2017-03-09 10:50: 20 QATestLab
2017-03-0% 10:50: 18 QATestLab
2017-03-0% 09:02: 14 QATestLab
2017-03-08 11:55:55 QATestLab
2017-03-08 11:46: 28 QATestLab
2017-03-08 11:40: 33 QATestLab
2017-03-08 11:40: 18 QATestLab
2017-03-08 11:40: 18 QATestLab
2017-03-08 11:40: 18 QATestLab
2017-03-08 10:51:18 QATestLab
2017-03-07 09:16:41 QATestLab

Appliance Connect
Appliance Connect
Firmware Upgrade

tls://172.16.16.192

tls://172.16.16.192

operiappl (v1149_17052)
Firmuare Upgrade £
Firmware Upgrade booti u-baot

Allan The Administrator Command Update firmware v1145_17104.ffs
Appliance Connect tls://172.16.16.192
Appliance Connect tls://172.16.16.192
Appliance Connect tls://172.16.16.192
Appliance Connect tls://172.16.16.192
Appliance Disconnect Restart
Appliance Connect acm://172.16.16.192: 11444
Appliance Connect acm://172.16.16.192:11444
Appliance Connect tls://172.16.16.192
Appliance Connect tls://172.16.16.192
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2.12.Disabling LinkManager Mobile
It is now possible to disable LinkManager Mobile globally on the server.

This can only be done in “Expert Mode” under “Server -> Config -> Miscella-

neous”:
Miscellaneous
Root Demain Name: ROOT Log Interface Events: " Log Web Requests: of w
Relax Root Domain Lookup: Ensble System Watchdog: (¥ Log petential DoS attacks: L
Recurse Joined Domains: v Use local $0 links: Traffic Status Log Interval: |0 seconds
GateManager Role: Default v Appliance Check Interval: 31 seconds

Merge LinkManager Instances: (¥

Appliance ports:

Enable LM Mobile: rd

Turning this option off will not block the LinkManager Mobile login screen.
When the user is authenticated, the server will display the following message:

GateManager Login Failed
LinkManager Mobile service is disabled.

This option will not require a reboot of the server.

2.13.New Startup Wizard welcome screen

The Startup Wizard now contains a link to the Getting Started guide:

Startup Wizard

Welcome

You are now logged into the GateManager Portal, which is a powerful tool to centrally create and control
user access and administer SiteManagers and remote accessible devices.

This Wizard will assist your first time setup of accounts and optionally SiteManager Embedded (SM-E).

| For more information, Click here.

Run startup wizard again on next login? (You can always re-enable it under My Account)
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2.14.New Backup verification option

It is now possible to verify an existing GateManager backup before restoring
the complete GateManager.

[ Tree I Files I Licenses I Server

l Status I Log I Mail l Config I Certificates I Routes I Tools I Backups AL Password

Restore FTP Backup 2017-03-16-17:26:14

Select what to restore

|##| Verify only (no restore)
atabase

|| Appliance Data (heartbeat and configuration backups)
[ Audit Log
|| Certificates

Izl Licenses

[] Configuration
[#| Files

[ | Reports

This will restart the server to complete the restore operation

| Confirm Restore || Cancel |

When this option is selected, the server will perform a restart.

2.14.1. Result

When the verify process is initiated it will provide the following output:
Verifying FTP Backup 2017-03-16-17:26:14

Restore log

Retrieve Backup File Started ...

Retrieve Backup File Done: Thu Mar 16 17:30:09 UTC 2017
Restore: Checking backup file

Restore: Backup file ok

Restore: Unpacking backup file

Restore: unpacking zipped files

Restore: CHECK COMPLETED
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2.15.Encrypted Backup and Exports

[ Tree I Files I Licenses I Server

l Status I Log I Mail I Config I Certificates I Routes I Tools I Backups I AL Password

GateManager Configuration
Edit
b 4k Basic Setup
b 4% WAN/LAN (Public/Private) Interface Setup
b gk DNS and NTP Settings
» EF Go To Appliance / Relay Settings
b [44 Mail Settings

b i SMS Settings

Server Backup

Backup Password: | .- FTP Backup: L

JuTC [0..23] FTP Host:  [172.16.16.104

Daily Backup Hour:

Keep local backups: FTP Directory: |KGM92500wn_Cr|,rptu
FTP User: |secomga
FTP Password: | --------

Password for Backup encryption

Entering a password will enable AES256 encrypted backup.

This is also possible when exporting a domain from the GateManager Portal:

Export Domain | ¥ Import Domain

Export file password (optional):
Export Cancel

¥ Domain Settings

2.16. Two-factor Authentication
The new two-factor authentication is available for both LinkManager and Link-
Manager Mobile accounts.
2.16.1. Prerequisites
The GateManager must have SMS service enabled.

2. The account using two-factor authentication must have a mobile phone
number registered under “Mobile:”.

3. The Domain where the accounts are placed must have SMS service ena-
bled.
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2.16.2. LinkManager Mobile

When using LinkManager mobile, create the account with the following pa-
rameters:

Parson Mame: Allan Brehm Clausen

Email: abc@secomea.com

IMubile: +4 5 - Denmark I

Parson Info:

Disabled: Auto-Disable: Never - 9
Last Login: 2017-03-28 11:32:17 from 94.18.233.162
Creatad: 2017-03-08

Renewad: 2017-03-08

Expires:

Authentication: Username/Password and SMS code

Duration: Permanent -

Mail Template: Use default «

Message:

Then login to the GateManager through the normal LinkManager Mobile

username/password page. After successful login, an SMS text will be send to
your mobile:

And the following will be displayed:

An one time code has been sent to your mobile (*****759)

; Mobile
LinkManager

You will receive an SMS containing a 4-digit code that you must enter in the box below:

Time left: 61
SMS code:

[coa )

Enter the code and click “Login”.
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If the code is not entered within 100 seconds, the page will time-out:

Time left: 1
SMS code:

N—

gm07.secomea.com says:

Login failed - SMS5 code no longer valid

2.16.3. LinkManager

See the chapter on "Two-factor Authentication” for LinkManager.

2.17. Starter package mails

The starter package mails, in all languages, now generically points to
http://info.secomea.com/basic, referencing the existence of a “Getting Started
Guide”.

2.18.8250 Installation on 64-bit OS

When the GateManager 8250 is installed on a 64-bit operating system, it will
now warn about missing 32 bit libraries:

Then just install the libraries a restart the installation (i.e. on Debian use “apt-
get install libstdc++6”).

The installer will then identify the aborted installation and note that it as “In-
complete GateManager installation found” and then continue with the installa-
tion.
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2.19.In-Browser VNC viewer

For information about the functionality and prerequisites of the In-Browser
VNC viewer, please see the section "In-Browser VNC Viewer”.

For selecting a GTA to a VNC service, go to the Agent (see agent “Configuring
the agent” in the LinkManager mobile section) and observe the details frame
on the right:

¥
¢ | = {& -0A-VNCtest (3230-70-E6) - 172.16.16.158 in f} SiteManagers

l Device I Alerts ] Actions I Audit

MName: QA - VNC test (323%-70-E6) - 172.16.16.158
Product: GEMERIC - Remote Desktop (VNC) Agent
Serial: OOCOAZOO7OEE#03

Master: 0 3235-70-E6

Created: 2017-03-08 12:38

Source IP: 94.18.233.162
Firmware: w05 _vendor_17144

[=avwc O i -|[ Xpisable ] | @ Delece |

If no checkmark is placed in “External Viewer”, the In-Browser VNC viewer is
chosen.

If a checkmark is present, the normal 7.1 functionality is selected:

Manual Go To Device m

To complete the Go To Device operation,
please start your preferred vacviewer
program and connect to the server at

gmo7.secomea.com

Show Password

Please note the 30 second time-out for the above box. If no connection at-
tempt has been made within 30 seconds, the connection will be closed.

2.20.Miscellaneous

The GateManager will not be tracked by web crawlers like Google and Bing
anymore. "noindex” and “nofollow" have been added to the GateManager and
LinkManager Mobile.

2.21.New help bulb’s
As always, we add new help information on the GateManager Portal.
Available for GateManager server administrators only:

Server > Config:

Parameter: External Public Address B

The GateManager's External Public Address is the external IP address of the zerver [04.18.233.160].

Morm ally, you should not fill in this information, as it is set autom atically by looking up the External Public
Hostname on an external DNS service such as Google or OpenDNS.

However, in some situations, it will be neceszary to enter the proper external public IP adddress here:

« If the external DMS services cannot be reached, and an internal DNS server returns an intarnal
(private) IP address for the hostname, that private address will be shown as the GateManager's
external public address in certificate emails and other places. The value of this field will be shown
instead if specified.

« If looking up the external public hostname fails, GateManager startup may be delayed for 10-15
minutes until the DNS lookup times out. If yvou fill in this field, the delay will be skipped.

« If GateManager connects to the Internet through a router with multiple WAN interfaces (with
different IP addresses), the "external IP check” performed for the Let's Encrypt certificate process
may fail; in this case, filling in the external public address here will make the Let's encrypt process
commence even when a conflict is detected.
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3.1.

3.2.

3.3.

Server > Config > Go To Appliance / Relay Settings:

ﬁ Go To Appliance / Relay Settings

Fixed RDP port: 3380 GTA idle timeout: 20 minutes’, Relay Interface:
Fixed VNC port: 5200 GTA max queus bytes: |500 KB Y Relay Usage Activity:
Fixed Java WNC port: |5800 Enable HTTPS proscy: (o )

TCP No Transmit Delay:
Fixed Telnat port: Q GTA secrets: Enabled+Src ¥ |

TCP Low Latency:
Fixed SSH port: 0 Enable Browser WNC: +

For HTTP(s) connections, this feature requires HTTPS proxy enabled!

By enabling GTA secrets, a unique cookie are applied to the browser session initated by GTA from
GateManager Portal or LinkManager Mobile.

This will add an additional security level to all http and https sessions. The security is thereby comprised of:

« 1. Connections between client browser and GateManager are encrypted (also for devices that uses
http only).

« 2. GateManager only allows connections from the public source address of the client initiating the
GTA session [only if set to "Enable+5rc™).

« 3. GateManager only accepts connections using the unique cookie.

« 4 GateManager only allows connections within 60 seconds from the GTA request by the client [this
does not apply to HTTP].

Note that the GTA secret is not used or required for standard LinkManager, as all GTA connections are
routed inside the encrypted connection between the LinkManager virtual adapter and the GateManager.

WAN v
Easylogging ¥
On v
On v

EasyLogging/Relaying

Inter-device relaying

It is now possible to setup a static Device Relay to access an existing Server
Relay on the same SiteManager.

It is also possible to create a device agent and using a LinkManager connec-
tion to access the Static Server Relay.

This was possible in 6.2 but has been unavailable since introduction of
EasyLogging in 7.0.

Failure to reenable relay after device down

If the EasyLogging client became unavailable to ICMP ping and then comes
back up again, it would not reenable the EasyLog Client relay.

This has been fixed in 7.2.

Support for EasyLog Master Push agent on SM-E

SiteManager Embedded has been extended to be able to run a Push Master
Agent.

This enables the SiteManager Embedded to act as “Log-Master Pull” on cloud
based SCADA systems that are based on devices pushing data to them.
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4.1.

SiteManager

Troubleshoot extended

The troubleshoot function has been extended with new test on multiple DHCP
servers, UPLINK probe feedback, proxy settings test on UPLINK and a few
graphical updates.

Metwork Interfaces

DEV1
Linkstate Link Cetected
Linkinfo speed=100Mbps duplex=FC#*
MAC Address 00:C0:AZ:00:AF:SE
Current IP
Address 192.168,213.2
Current Netmask 235,255,255.0
IP Address Mode Always Static - One DHCP server 192,168,213.1 available
UPLIMNK
Linkstate Link Detected
Linkinfo speed=100Mbps duplex=FO"
MAC Address 00:C0:AZ:00:AF:SF
Current IP
Address 192,168.132.195
Current Netmask 235,255,255.0
IP Address Mode DHCP - Multiple DHCP servers present: 192,168,132.1 192,168.2.1
Default Gateway
IP Address 192.168,132.1
DHCP Server 132.168,132.1
(R IET D6 172.16.16.2
Sarver e
Secondary DNS 172.16.16.7
Server
Probe Type Any
Probe TCP Port 443
Probe Hosts grn4260Secolal, dyndns.org 172.16,17.101
Probe State Up
The SiteManager will now detect multiple DHCP servers on the UPLINK or
the DEV network.
Metwork Interfaces
DEV1
Linkstate Link Detactad
Linkinfo speed=100Mbps duplex=FD#
MALC Address 00:C0:AZ:00:FEAS
Current IP
Address 172.26,2,.58
Current
Metmask 255,255,.255.0
Li:jd"ess Always Static - Multiple DHCP servers present: 192,168,0.10 172,26.2.1

In this case two DHCP servers are recorded on the DEV1 network.

Indication is Yellow because it can in some installations be wanted to have
multiple DHCP servers.

Network Interfaces

DE¥1

Linkstate Link Detected
Linkinfo speed=100Mbps duplex=FDX
MAC Address 00 C0:AZ:00:FE:AS
Current IP

Pk 172,26,2,58
Current

Metmock 255,255,255.0
L';::d"ess Always Static - Multiple DHCP servers present: 172.26.2,1 192,168.0.10 172.26.2.538
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4.2.

In this case the SiteManagers own DHCP server on DEV1 is also enabled and
is likely not wanted.

System and modem temperature

dem temperature.

Appliances with build in modem now show both system temperature and mo-

This is only available in models like 1139 and 3339.

Device Mame
Product
Serial no.
Firmwrare

5W Release
GateManager

- domain Token

- Appliance Name

Max Agents
Timie (UTC)
Uptime

CPU Load
Systenm Temp.

Modent Temp.

System

SM3IZ33F-FE2-CE_SiteManager

SiteManager 3339 [Mabile broadband]

O0coAZO0F2CE
v3339_17135

7.2
24,18,233,169:443 [LUPLINK]
=test hkk
SM3I339-FE-CE

23

2017-03-31 0744142
12 rmins, 56 zecs
1.99%

3z2.8°C f 91.0°F
30.0%C f 26.0°F

SiteManager 3439 will show only modem temperature:

Device Mame
Product

Serial no.
Firmware

SW Release
GateManager

- Domain Token
- Appliance Name
Max Agents
Time (UTC)
Uptme

CPU Load

Modem Temp.

System

SiteManager

SiteManager 3439 [Mobile broadband]

O0COAZOOO9EA
w3439 17135
7.2

193, 242,155,117 :443 [UPLINK)

tast, HRW, sub-dorn ain
SM3439_Huawei_MUe03
25

2017-032-231 10:31:32
3 mins, 37 zecs

13, 2%

38.0%C [/ 100.4°F
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In GateManager you will see the modem temperature as TEMP?2 if available:

Last heartheat:

2017-032-31 11:32:28 (56 seconds ago)

Contact: 1

CEV1 port: 10.0,0.1/255,255.255.0

UPLIMK part: 192,1658,229,5/255, 255, 255.0 (UP)
UPLIMKZ port: 0.0.0,0/255,255,255, 255 [(DOWHN)
Expanzion Slot: Signal: 0

Modern ID [IMEI): 011870000384142

SIM ID [(IMSIN: 2220100612725

Uptirne: 2 rinutes 0 second

Date/tirne: 2017-03-31 11:32: 27

CPU Load: 4, 2%

Termperature! 7.

GateManager Address: gmd4260secolab.dyndns.org 172,16,16.59
Inputs: 1 2

Ternpz:! 24,0

4.3. Default GUI time-out

When logging directly in to the SiteManager GUI (not through the
GateManager) the default timeout for the session have been set to 10 minutes

(down from 30).

Mext: 11:34:16 (in 00:25) 2

You have been logged out due to inactivity.

Login

Note: some browsers may occasionally initiate unscelicited

requests, causing a legin dialeg to pop up; unless you actually

want to re-legin, you sheuld cancel such dialogs.

Cthernwise, if you enter the password, the browser will actually login
(without this page reflecting that fact), and dicking the “Login®
button will not reguire a password to be entered.

4.4. Forwarding Agent update

Various updates and fixes are scheduled for the Forwarding Agent in the

upcoming release 7.3.

4.4.1. Forwarding Agent with support for dynamic hostname update

Status Info «

Refresh

Network + Extended

Operational GateManager Agents

Status LM Mame Agent Serial number
® i _AZ_Forward-PC1-PC2  Forwarding #03
N up _#3_Forward-PC1-PCZ  Forwarding #09
2,7 DNs failures - will retry _#1_Forward-PC1-PCZ  Forwarding #10

You can now use hostnames in the Forwarding Agent. The agent will periodi-
cally be scanned in case the hosthame has changed over time. A DNSPOLL

interval can be set on each Forwarding Agent.

The Status > GateManager page will show as in the figure above where some
of the hostnames has timed out and will again be reactivated when the host-

name again can be resolved.

Target

pedlacal
pcS.lacal

printer?.domain.lacal

oot + Ping/Trace

Connects

ok
o
u}

o

fail
o
o

o

Packets
=3 rx
o o
u} u}
o o

o o o §

Bytes

o o o 3
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4.4.2. Error messages:

4.4.3.

Because Forwarding Agent is a script language you must expect to see vari-
ous mysterious messages in case the hostnames cannot be resolved.

Here are a few examples when the hostnames cannot be resolved, note that
when the hostnames again can be resolved the error will disappear:

- iptables v1.4.6: can't initialize iptables table "nat':
that name Perhaps iptables or your kernel needs to be upgraded.

- iptables: Invalid argument. Run “dmesg' for more information.

In most cases where will be a hint about the course of the problem like below
hint that show that the hostname pc3.local fail to resolve in to an IP address:

- Unknown target host:: pc3.local

Forwarding Agent and dual UPLINK

If you are setting up Forwarding Agent using local hostnames like myPC.do-
main.local or printer7.domain.local you can only use the local DNS server to
resolve these hostnames. This require that your SiteManager will keep using
the local DNS server even when SiteManager shift to UPLINK2(4G) as default
uplink interface.

This is how you do it.

Lets say the local domain is domain.local so the printer on 7t floor is called
printer7.domain.local.

1) Setup the local DNS settings on your SiteManager:

VPN

tem Info + General Time

Routing Maintenance Status
UPLINK UPLINKZ + Seral

DMNS Server on DEY1

Master iz rnanually configured, all others are ISP assigned

Private Master DME: 192.162,12,1

Master DMS Domain: darnain.ocal

Master DMS Subnets: |

Use ISP-Assigned DNS: Yoz ¥
Prirmary DMS: 192.168.12.1
Secondary DHS: 0,0,0.0
[UPLIMNKZ] Primary DNS: 62, 44,166,197
[UPLIMKZ] Secondary DNS: 62,44, 166,69
DNS Server Access: Only uze VPN for Master DNS ¥
DS Proxy: Enablad ¥
Save Back Static =>

The changes have been activated [no need to reboot)

No chain/target/match by
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4.5.

45.1.

45.2.

45.3.

454,

45.5.

2) Setting up the Forwarding Agent with the know two hostnames:

( l\'

SETUP » tem |GateManager | PN Routing Maintenance Status Log « HELP
GateManager Info + General Alerts + Device Relays + Server Relays + Web Proxy + Status

Device "_A1l_Forward-PC1-PC2" (Forwarding Agent) Details

Forwarding Rule 1: * |g8=>printer?. domain.local: 20
Farwarding Rule 2: 10&88=»mypadamain.local: 50
Farwarding Rule 3:

Forwarding Rule 4:

Forwarding Rule 5:

Farwarding Rule &:

Farwarding Rule 7:

Farwarding Rule 3:

Forwarding Rule 9;

Forwarding Rule 10:

Enable UPLIMK Source Translation: Ld

Enable DEYV Source Translation:

Interval (in minutes) betwean rechecking DNS lookups:

Custorn Settings:

Save Back Ping

* = Mandatory field

Primary DNS is 192.168.12.1, but this is only when UPLINK is default inter-
face. When UPLINK2 takes over, SiteManager will also set 62.44.166.197 as
primary DNS. Because Master Domain is set to domain.local all host-
names/dns names using that hostdomain it will continue using 192.168.12.1
as DNS server for these hostnames.

Note that “pc” in myPC.domain.local must be in lower case.

Other Agent updates

Schneider -> Ethernet agent

Add Schneider Vijeo Extended Designer (VXD) support (tcp port 3300-3350
and 8000-8050).

Schneider -> USB HMI agent
Add Schneider STO 715 HMI with vendor ID: 114E:000D

Beckhoff -> Ethernet Agent
The existing “Ethernet” agent was renamed to “Legacy (Ethernet)”.

A new Ethernet agent has been created. This agent does not utilize the path
“‘upnpdevice/index.htm” when accessing the WWW service.

Also, HTTP timers and connection limits have been reverted to default set-
tings.
Desktop PC Agent

Failed services are now pinged every 30 seconds (up from 10).

Mitsubishi Agent

The Mitsubishi agent have been renamed to “Mitsubishi Electric”.
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4.5.6. Hilscher USB

4.6.

4.7.

New Hilscher > Gateway (USB) supporting a number of netX Gateway solu-
tion devices. Note that this is limited to a RTT of 40 msec.

APN updates

3 Japanese APN's have been added to the SiteManager:

Carrier: NTT Docomo(iij), MCC: 440, MNC: 10,
APN: sd.iijmobile.jp, User: mobile@iij, Password: iij

Carrier: NTT Docomo (nifty), MCC: 440, MNC: 10,
APN: mda.nifty.com, User: mda@nifty, Password: nifty

Carrier: NTT Docomo (ocn), MCC: 440, MNC: 10,
APN: lte-d.ocn.ne.jp, User: mobileid@ocn, Password: mobile

Force the APN option

If in case, you don’t want the SiteManager to automatically select between the
known APN'’s you can force the SiteManager to only try the configured APN.

If the APN field is blank the SiteManager will try all know APN’s for this SIM
card:

APN:

If the APN is specified it will try 10 times the configured APN and then try to
list of known APN’s for this SIM card:

APN: internat

Leading = sign will force SiteManager to keep using the specified APN:

APM: =internat-LTE
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5.1.

5.2.

5.3.

SiteManager Embedded

EasyLog Master (PUSH) agent

From Release 7.2 we now include one EasyLog Master Agent. The PUSH
agent is supported for all SiteManager Embedded models.

Log Server Easylog Ecl ver Addresses
Address F A s

il

Loy f
Server _,-“’

L ,-"
Of m EasyLug Cllents, / ___

Easylog Master

EasyLog Client update

A fix for SiteManager Embedded and its EasyLog(PUSH) Client now allow any
IP aliases created on the host to be used as EasyLog Server Addresses. Pre-
vious version did not notice any aliases on the host to be valid.

Lo Server Ea 25y Ln.l. rver Acddres
Address

Log |
Server
a | ¥ : ! Devices
i Ed:.-]rL.J-g Chenits /
‘

Easylog Master

Device Address: = (192.168.100.201

Always On:
Custormn Settings: ip=1.2.2.4

The address 1.2.3.4 must manually be created on the host and SiteManager
Embedded will accept this as the Easylog Server Address and the Device
“pushing” data is 192.168.100.201

Enhanced Write Filter (EWF) support

Special attention to EWF and the new Secondary ID add on in this release
7.2. See chapter Secondary ID (Serial 2) for related information.

In some SiteManager Embedded (SME) installations, the host will have “En-
hanced Write Filter” (EWF) installed and activated. To make any changes to
the SME configuration you need to disable EWF or the changes will be rolled
back after a reboot of the host.

When the SiteManager Embedded detects the presence of an EWF system,
the [Upgrade] button will disappear. As the panel/HMI will not receive the up-
grade properly when EWF is enabled, the option has been disabled.

EWF will prevent any systems on the host to make changes to the storage. If
the SME has been reconfigured or in this case create a Secondary ID stored
in Windows Registry, it will all be erased on the next report of the host/panel.
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The SiteManager Embedded WEB GUI will show a Warning if EWF is ena-
bled:

Warning: Write filker (EWF)] enabled. Your changes will not be stared on persistant dizk

If the SME is upgraded and the host/HMI has at some time been repowered,
then the Secondary ID has not been stored due to EWF and therefor no longer
included in the SME configuration.

This will result in the scenario described here “Secondary ID (Serial 2)”:

& | = @-Gsu:.me[Hmmsu_chssn]inéHKKSecoLABet

i Appliance | Agents | Backups | Alerts i Actions | Usage | Audit d

Mame: G5Usme [HMIGS5U_2DC550]

Product: Schneider SiteManager Embeddad for Windows

Serial: [6126:000123350D22-tWQQILgRDzA4| © 5

Created: 2017-01-18 18:01

Source IP: 172.16.16.123

Firmware: wel2e_17102

License: =HKK.-DeIebeME4 # (Vijeo SiteManager Extended, 10 Agents #1)

W

| ¥ Disable || il Delete | ‘ @& Replace |

Last heartbeat: 2017-03-22 19:19:58 (5 minutes 19 seconds ago)

DEVL port: 172.16.16.123
Operating System: Windows 7 SP1 (x86)
Uptime: 1 minute 21 seconds
Date/time: 2013-01-01 21:42:35
GateManager Address: 172.16.16.180
Type: Schneider HMI

Note: The GateManager Portal will show the build: 17102 but SME is now
back to previous build: 17033 (see “Secondary ID (Serial 2)”)

The result is that the SME will be rejected and locked-out by the GateManager
and shown as:

Serial: |6126:000123350022-tWQQILGRDzA4 ' ©

The SiteManager Embedded GUI will show:

GateManager Settings

v

GateManager not connected,

Duplicate or invalid zerial-nurmbear

For how directions on reconnecting, see “Reconnect periods” in APPENDIX —
Troubleshooting Secondary ID.
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5.4.

5.5.

5.5.1.

5.5.2.

Extended version information

If a special firmware version is released, it will be parallel to the master branch.
When this happens, a new version information field will be added to the “Sta-
tus -> System” menu of the SiteManager Embedded GUI:

e
SETUP « GateManager Status Log « HELP
Status Info « System » GateManager

System
Device Name SiteManager
Product SiteManager Embedded for Linux
Serial ne. DOOC2oF25T71-ITTxpYXTGUom
Firmware wbl11l 17016
SW Release 7.1
GIT Tag Fi70ie I
05 Version 2.16.0-4-amd&4
Primary IP 172.16.17.60
GateManager 172.16.16.192:443 [LAN)
- Domain Token QATestLab.Linux
- Appliance Name QATestWs09-EchiE
Max Agents 2 (Basic)
Time (UTC) 2017-03-13 17:19:43
Uptime 25 secs

Agent updates

Desktop PC Agent

The Desktop PC agent will now TCP ping failed services every 30 seconds
(up from 10).

The services are now only checked at agent start up, as to not overload sen-
sitive services.

Subnet Agent

Starting the SiteManager Embedded on Windows CE could in some cases
end up in a state where the Subnet Agent was down.

It will now allow for interface changes to occur after it has been started.
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6. LinkManager

6.1. Round-trip Time

Due to some confusion, the “Refresh” icon has a mouse-over explaining the
functionality of the icon. It will not reset the connection, but remeasure the total
round-trip time from the the PC running the LinkManager to the SiteManager

and back.
| Disconnect | | Logout | | Services | | Sniffer | | Chat |
ROOT.QATestLab
QA - FTP test (1039-A6-64) - 172.26.2.50 Auto-reconnect:
Connects Packets Bytes
Agent Address Status
ok fail tx rx tx rx
£a3" gﬁ ;__J.Tmts‘ft 172.26.2.50:21 IDLE 0 0 o o o o
ABC-PC-ACER IDLE o o o o o o

Round-trip time: Min: 1.9 ms, Avg: 2.5 ms, Max: 4.9 ms 1'4'5 Bandwidth: 1024 KB/s Auto-tune: |¢

[ Remeasure round-trip time ]

6.2. Auto-connect as default

Auto-connect is now enabled as the default setting for LinkManager connec-
tions.

Login

Certificate: | ABC-LM-192 v

Password: |ssssssssss | | Change |

# Remember password
Open last demain: ROOT.QATestLab

Connect last device: QA - WEB test (1132-20-80) - 172.26.2.50

|  Automatically reconnect to device upon failure

Internet Connection: | Auto-detect ¥ Add proxy

| Login | | Certificates | | Shutdown | | About | | Advanced |

It can be changed by unticking the box, and will be remembered through dif-
ferent browsers.

When a connection is established the chosen setting can be seen here:

|_Disconnect | | Logout | | Services | | Sniffer | | Chat |

ROOT.QATestLab

QA - FTP test {1039-A6-64) - 172.26.2.50 |Aulo-reconned: v I

Connects Packets Bytes
Agent Address Status
ok fail tx rX tx rX
v QA - FTP test )
' @ OA FTP tess | 172:26.2.50:80,443  IDLE o o o o o o

Round-trip time: Min: 2.9 ms, Avg: 4.8 ms, Max: 8.1 ms Q Bandwidth: 1024 KB/= Auto-tune: |
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6.3. LinkManager login with password & SMS code

The new SMS passcode system can be used with LinkManager Accounts,
both to send the initial password, and to use a mobile phone for 2-factor au-

thentication.
Disabled: Auto-Disable: | Mever v
Last Login:
Created: 2015-12-03
Renewed: 2015-12-03
Expires:

Authentication: | ¥.500 Certificate (with password) and 5MS code ¥ |
¥.509 Certificate (with password)

X.509 Certificate {with password) and SMS code
Mail Template: [USe 0eTall

Duration:

Message:

Deliver to: abc@secomea.com
GM Address:

Zip Format:

| Change Password || Renew Certificate |

New password: I ---------

Repeat:  |-----.-.. v

Auto password: ¥ SMS new password: [
Cancel

Save || Cancel

When it is selected to SMS the new password, the following text will appear.

! Your new account
password:

BpoEhaWRXz9888 |

Best regards }
Allan Brehm Clausen
<abc@secomea.com>

' 14:10

When logging in to the LinkManager with the new certificate, an SMS will be
send with the SMS passcode:

LinkManager code:
857516

13:57

Then enter the passcode and log in to the GateManager:

i Login requires additional SMS validation

Am SMS TEXT message has been sent to your mobile phone.
This message includes a & digit code that you must enter below to login.

SMS Code: 357516

Login | | Cancel |
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6.4. New LinkManager disclaimer

The LinkManager console now displays a disclaimer when installing and re-
newing the certificate.

Install LinkManager User Certificate

Select a certificate file on your local computer, give it a descriptive
name (alias) if you like, and enter the password for it below.

MNote that login and remote access activity using this certificate is
logged at the GateManager and may be subject to audit.

Certificate file: | Chaose File | No file chosen
Alias:
Password:

Remember password

Associated Connection Setups:
[Default]

| Install | | Cancel | | About |

Renew Certificate

Select the certificate file en your local computer
which replaces the currently installed certificate,
and enter the password for it below.

MNote that legin and remote access activity using this certificate
is logged at the GateManager and may be subject to audit.

Subject DN: CHN=
Role: LinkManager User
Server Address:

Certificate: Choose File | No file chosen
Alias
Password:

Remember passwerd

Save | Cancel

6.5. Two-factor Authentication

The new two-factor authentication are available for both LinkManager and
LinkManager Mobile accounts.

6.5.1. Prerequisites

1.
2.

The GateManager must have SMS service enabled.

The account using two-factor authentication must have a mobile phone
number registered under “Mobile:”.

The Domain where the accounts are placed must have SMS service ena-
bled.

The LinkManager version must be 7.2 or above.
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6.5.2.

6.5.3.

LinkManager Login

Create the LinkManager account with the following parameters:

Parson Mame: Allan Brehm Clausen

Email: abcBsecomea.com

IMobile: +45] Denmark I

Person Info:

Disablad: |:| Auto-Disable: MNewver - |
L=zst Login:

Creatad: 2016-12-08

Renewead: 2017-023-28

Expires:

Authentication: X 500 Certificate (with password) and SMS code -

Duration: Permanent -

Mail Template: Use default «

Message:

The information about the SMS code is not embedded in the certificate. If the
Authentication SMS setting is toggled the certificate will not be renewed, as
the SMS code information is stored on the GateManager account.

Then login to the GateManager through the normal LinkManager program.
After successful login, an SMS text will be send to your mobile:

\J BESKEDER

GateManager
LinkManager code: 212047

And the following will be displayed in your LinkManager:

% Login requires additional SMS validation

An SMS TEXT message has been sent to your mobile phone [*#+++g51).
This message includes a & digit code that you must enter below to login.

| Login | | Cancel

Click “Login” to use the passcode.

Pre 7.2 LinkManagers (IMPORTANT!)

IMIBERIANE \hen using a LinkManager version before 7.2, it will not have
the two-factor authentication feature implemented.

This will leave the user without the code input box. See screenshot:
{1y Login requires additional SMS validation

An SMS TEXT message has been sent to your mobile phone.
This message includes a 6 digit code that you must enter below to login.

It will not be possible for the user to login with this version of the LinkManager.
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6.5.4. Other information

6.6.

When the passcode has been used, it will stay valid for 12 hours for the local
LinkManager in this period you can login without using the SMS code.

There are 3 attempts to enter the SMS code. Then this will be displayed:

(_L Too many attempts to enter SMS Code.

‘7 Logout 71 ' Configure

Trouble-shooting information:

Downgrading LinkManager and SecondaryID

Please note that if you downgrade the LinkManager to a pre 7.2 version, the
LinkManager Appliance Object will not have a valid registration code.

This will result in the following warning when logging in through the LinkMan-
ager:

'.L GateManager not connected.

Registration License already in use

| Logout i | VCronf‘irgure i i Retry \

Trouble-shooting information:

You will then have to manually accept it through the padlock icon on the
GateManager:

[Trree Ttes T ticomsen | server s vy ccoum | aboun | vogort

5% =846 < Q| &=+ ?"ABC—LM [DESKTOP- 59]in g LinkManagers

7] # License Container
2] Accounts
=+ =3 LinkManagers.

i [ Appliance | Agents | Alerts | Actions | Audit

Name: ABC-LM [DESKTOP- 89]
£, ABC-LM (allan Brehm Clausen) . Y a——
£, Brehm (Allan Brehm Clausen) - ‘,..-—"'
Seral:  |4100ES0028D6-4ECA4EDAROCE] ¢
& LinkManager User (LinkManager User) — e

AT (LinkManager £1238)
42 (LinkManager #12b4)
ﬂ PowwerDowwn

5 |
> ABC-LM [DESKTOP: 89]| S pieable
& ABC-LM [ ]

m

Source IP:  94.18.233.1632
Firmvare: v6041_17132 vm:06/23/99

a4

Then you can login again.
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6.7. LinkManager Security Advisory Statement

A new Security information has been added to the LinkManager:

MRS M A S P

Certificate: | ABC-LM-192 v

Passuord: [sesssssses ][ change

¥ Remember password

Open last domain: ROOT.QATestLab

Connect last device: QA - VNC test (1139-20-80) - 172.16.16.158

I«

Autematically recannect to device upen failure

Internet Connection: | Auto-detect ¥ Add proxy

Login | | certificates | | Shutdown ||  About | | Advanced

New browsers unconditionally labels non TLS/SSL sessions as “unsafe” if a
password field or other input field is present:

This connection is not

secure. Logins entered
B here could be

compromised.

Learn More

The LinkManager does not need to make a secure connection as no data on
the specific connection ever leaves the local PC unencrypted.

An explanation for this scenario has been provided when clicking the padlock:

o

0 secure
@ LinkManager Console is secure!

LinkManager is secure, even if the browser flagged http://10.127.128.12%: 3/console/ as "MNot Securs” above!

Many web sites worldwide are in the process of moving from HTTP to HTTPS, which offers better privacy and
authentication when browsing the Internet.

Likewise, browsers are [or will soon be) flagging web pages using HTTP protocol as "Not Secure”, both as a warning
to users about the privacy issues with HTTP, and to encourage web site owners to migrate their services to HTTPS.

However, to actually benefit frem HTTPS' added security, the data traffic must leave your PC and travel across a
network to ancther server, as te give socmeone a chance to intercept, read, or even medify that data.

Since the LinkManager Conscle runs inside the browser on the same PC as the LinkManager software, the data traffic
baetween them never leaves your PC, and as such, it is just as safe as any other data that is stored or exchanged
inside your PC. So you den't have to werry about LinkManager Conscle using the HTTP protocol, despite what the
browser thinks.

Even if the LinkManager Conscle did use HTTPS, the browser would still flag it as "Mot Secure" because browsers enly
trust a target with a valid public hostname (like linkmanager.yoursite.com} and a publicly signed ¥.50% certificate for
that hestname. LinkManager uses a private IP address (10.127.128.122) for itz web service, and you cannct buy a
publicly signed X.50% certificate an IP address. To enable HTTPS on LinkManager, it could generate a so-called salf-
signed certificate for the IP address, but that would not be trusted by the browser, which again flags LinkManager
{now using HTTPS) as "MNot Secure". Even worse, every time you started the LinkManager Console, the browser would
ask you to cenfirm that you trust the self-signed certificate.

So to keep things simple, LinkManager continues to use HTTP, which is perfectly safe for this purpese.

| Close |
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7.

7.1.

7.2.

LinkManager Mobile

Version information
It is now possible to see the version number in LinkManager Mobile
Click “Audit” and the information are located in the upper right hand corner.

LMM v. 7217103

< Back LMMO7

2017-03-10 15:35:10 - - » - User Login - - User: Allan Brehm Clausen From: 94.18.233.162
2017-03-10 10:52:34 - - » - User Logoff - - From: 94.18.233.162
2017-03-10 10:38:30 - - » - User Login - - User: Allan Brehm Clausen From: 94.18.233.162

2017-03-09 15:15:01 - - » - User Logoff - - From: 94.18.233.162

Devices Back Admin sechbmeq

Login screen functionality

It is now possible to add a logo to the LinkManager Mobile login screen, to
either display a legal message (or any other HTML formatted page) or link to
an existing page.

The logo should be created as a PNG file named “Imm-login-info.png” and
uploaded to the server under “Files -> Public”.

Then there is a choice between an HTML file (named “Imm-Igin-info.html”) that
contains the whole page or a text file (called “Imm-Igin-info.txt”) that contains
a link to another page.

If both files are present, the text file will take precedence.
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There is a new lightbulb text explaining the process:

[ Tree I Files ] Licenses T Server

Status Firmware

Public file repository

Using the "Public file repository”, you can store (a limited) amount of files on your local GateManager server
Public Files & which is made available for viewing and download via the standard http protocol (i.e. unsecured access).

A file, MAME, is accessible via the url; http://172.16.16.192/ pub/NAME
l:, + files

One .html file can link to other file with: <a href="/pub/OTHER">cther</a>

Click on + to create a file or upload a file to the repository.

The following type of files are supported: htm _htm| txt .cgi .gif .jpg .jpeg .png .zip .exe .msi cab .ocx js
.css jar .pdf .ico .bmp .csr; other files are downloaded as plain text files.

Files names may consist of letters, digits, dash, underscore and periods; the first character cannot be a
period. Upper and lower case letters are not correlated.

If you specify an alternate name for the file, and does not provide a comment, the original file name is
autom atically inserted as the comment for the file.

If you upload an archive file named something.package.zip (or .tar or .tgz), all regular files in the archive
are extracted and installed as public files. Mote that a directory structure in the archive is ignored, so all
files in the archive are placed directly in the /pub directory.

Mote: To overwrite existing file(s), you must check the "Overwrite file" box.

Bublic filenames with special purposes.
GateManager will perform special actions if certain filenames exist in the file repository:

If the file gm-login-info.png exists, it is shown in lower left corner of the GateManager login page, and
subsequently, if one of the following files also exist, that file defines a hyperlink on the png image:

If the file gm-login-info.txt exists, it should contain a single URL, which is used verbatim as the
image hyperlink to an appropriate landing page.

Otherwise, if the file gm-login-info bl exists, it is used as the hyperlink landing page, so it should
contain HTML formatted information.

If the file frmm-login-info png exists, it is shown in lower left corner of the LinkManager Mobile login page,
and subseguently, if one of the following files also exist, that file defines a hyperlink on the png images:

« If the file lmm-login-info.txt exists, it should contain a single URL, which is usad verbatim as the
image hyperlink to an appropriate landing page.

« Otherwise, if the file frmm-login-info htm! exists, it is used as the hyperlink landing page, so it
should contain HTML form atted information.

MOTE: No restart of the GateManager is needed for these files to take effect.

The files are uploaded through the “plus” icon and must have the exact file-
name:

Public Files

Upload public (max 187 MB): Im m-login-info.png

Save as file name: [Imm-login-info.pnd | [ overwrite file

Comment: [ | [ Upload | [ Cancel

Create empty file: | | | Create |

G + no files

When both files are present, like this:
Public Files ¢/

l:’ + 2 files
[ File | Date _|Size]
Imm-login-info.png 2017-03-15 15:04: 18 10426 m O\ ﬁ E L}

Imm-login-info.txt 2017-03-15 15:04:42 1147 @ O &8 p] [
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7.3.

7.3.1.

The result will appear when logging in to LinkManager Mobile:

B

GateManager
Usermname

LMM

Password:

S
.........l

sechbmeaq Training

In-Browser VNC Viewer

This release contains a new build-in VNC viewer to be used from any device
using a major Web Browser.

Prerequisites

The connection will take place through an encrypted session and there are no
external dependencies.

Supported browsers:

Google Chrome
Internet Explorer
Microsoft Edge
Mozilla FireFox
Opera*

Safari*

(* see below for limitations)

The VNC server type should not make a big difference, testing was done on
major VNC servers (UltraVNC, TightVNC, etc.) including native versions for
panels with Windows CE - like the EfonVNC, which is widely used on brand
name panels.
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7.3.2. Known issues

7.3.3.

Please note the following:

1.

7.

AEERSEREERICEHCAENSIENaIWER * detected, the In-Browser

VNC option will be either be disabled or not selectable.
Opera will not have full functionality on iOS, Android and Linux
Konqueror is not supported

Safari will not function in private mode, as the LocalStorage is then set to
0 (this might hold true for other browsers).

Mozilla FireFox on Android could in some instances display a hand icon
instead of the configuration icon, but the placement and functionality is
working.

Please not that In-Browser VNC will not connect if the “User name:” field
is used.

Locking the mobile device will disable the connection to the target.

Configuring the agent

Setting up an In-Browser VNC agent is no different from an external agent.
Just create any VNC capable agent, like the “Remote Destop (VNC)” agent:

IDLE #03 QA - VNC test GENERIC ¥ | Remote Desktop (WVNC) ¥ | [172.16.16.158 -on PASS=~0GpmoX 3bj4bMWPelyv|

Clicking properties will give you additional options:

"QA - VNC test” - GENERIC Remote Desktop (VNC) Agent

Device Address: * |172.16.16.158
Address on LinkManager:

Address on GateManager:

Always On: bd m

Extra TCP ports:

Extra UDP ports:

Extra GTA Service:

U=e external viewer: ‘ Ag

User name: .

Password: Ty

Enable JAVA viewer: N

Enable WMNC service: e LinkManager Only Mo OUTPUTL signal
Enable WWW service: LinkManager Only Mo OUTPUTL signal
Enakle ROP service: LinkManager Only Mo OUTPUTL signal

Custom Settings:

[ Save [ ] Back [ ] Ping

* = Mandatory field

B QA VNC test
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7.3.4.

stallations when using the VNC viewer to access a workstation

screen. This is due to the internal firewall, that prohibits IMCP pings
from coming through. The Agent uses ICMP ping to check if the agent target
is up. Either configure the firewall to let the ICMP ping though, or just assume
the unit is up by selecting “Always On:”.

o Selecting “Always On:” is necessary on most Windows 7 and 10 in-

external VNC viewer can always be selected over the internal viewer

when using either GTA from GateManager or LinkManager mobile.
This can be set globally from the agent directly by selecting “Use external
viewer:”.

9 In-Browser VNC viewer already enabled when upgrading to 7.2. An

Use cases for this option, could be special native VNC servers that require
tailored clients or APPs that was created to handle the VNC client.

Browser VNC viewer. This option was meant to pass information to

e As stated above, please do not use the “User name:” with the In-
the LinkManager service. Not to LinkManager Mobile.

Setting a password will enable the In-Browser VNC viewer to pass it
to the server and do a login without credentials.

Selecting internal or external viewer

When using LinkManager mobile, just select the VNC service like in 7.1:

< Back QA - VNC test (3239-70-E6) - ...
¥t = VNC

Then click “START” to get access to the VNC server through the In-Browser

VNC viewer.
GateManager07

In-browser VNC Viewer

START

CANCEL

Use External Viewer
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Note that this screen has a 30 second time-out, and “START” should be se-

lected within the 30 second timeframe. Otherwise the VNC client cannot con-
nect:

E3 Failed to connect to server

VNC

The same is true for selecting “Use External Viewer” and starting the external
program.

If the External viewer is selected, it can be changed back to the Internal Viewer

here:
GateManager07

Start VNC Viewer APP
Connect to this address (VNC):

gm07.secomea.com

CLOSE

Use In-browser Viewer

7.3.5. Using the In-Browser viewer

When connected to the VNC server using the In-Browser VNC viewer, there
will be an option tab to the left of the screen:

©)
[d == [
FileZilla UltraVNC
Server ... Server

Clicking this tab will roll out the options menu:
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The options menu (rotated for readability) can have a different number of icons
depending on platform and use. The one depicted here is from FireFox on
iOS.

Hand Icon: This icon appears when the VNC target screen is larger
than the host screen, typically on mobile devices.

Clicking this icon will turn the pointer into a hand icon and let you
move the target screen around.

Mouse Icon: Clicking icon this will toggle between left, right and mid-
dle mouse button. The icons start with the left button (marked blue).

This icon appears on mobile devices and is used to emulate a mouse
click from the desired mouse button.

Keyboard icon: When the host system does not have a keyboard
(Normally on mobile devices), pressing this button will bring up the
virtual keyboard on the device.

used. The picture below (rotated for readability) lets the user select
between (from left to right):

o Key icon: To send special keyboard combinations, this icon can be
e Ctrl key (Control)
e Alt key (Alternate)
e Tab key (Tabulator)

e Esc Key (Escape)

e Ctrl-Alt-Del key sequence

Clipboard icon: With this icon, text can be pasted from the host to
the target system. See example below

When text is entered, it will be available for the local OS on system
that supports it. Clicking “Clear” will erase the clipboard data.

[ElClipboard

This is a test of the emergency broadcast system

Clear

screen without borders or other headers. This icon is present on An-
droid but not all operating systems, iOS will not have this ability.
Please note that this button has nothing to do with image scaling.

@ Fullscreen icon: Pressing this button will display the VNC target
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Settings icon: Pressing this button will bring up the settings menu

(see picture below).

Some of these settings are selected by default and cannot be
changed. This includes the “WebSocket” and the “Shared Mode” settings.
Other settings might be unavailable depending on context and host platform.

Shared Mode
View Only

Clip to Window
Scaling Mode:
Nohe

¥ Advanced

#| True Color
Local Cursor

Repeater ID:
» WebSocket
Automatic Reconnect

Reconnect Delay (ms):
5000

Logging:(warn |

o

View Only: This setting is self-explanatory; it
locks the target so no changes can be made.
This option persists through browser sessions
and devices on the same GateManager.

Scaling Mode: There are 4 options, “None”,
“Local Scaling”, “Local Downscaling” and “Re-
mote Resizing”.

“None” will display the target precisely the size
as the original, leaving the image either too big
or too small, the hand icon can be used to
mode the image around.

“Local Scaling” will do both upscaling and
down-scaling, while “Local Downscaling” only
allows downscaling.

“Remote Resizing” will request the target to
resize the target screen to match that of the
VNC viewers host screen.

Logging: can be switched between “Error”,
“Warn”, “Info” and “Debug”. This setting will
control the logging to the Java Script Console.

Automatic reconnect should not be configured

as it has no effect in this scenario.

return to the Appliance view.

e Exit icon: Pressing this icon will terminate the current selection and
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8.1.

8.1.1.

8.1.2.

8.1.3.

Advanced Tech Topics

In this chapter, we will be addressing some of the technological advanced
topics that are in this release.

API changes

Extended Status Information

The HTML “Tray Icon Status” (/icon) contained information not found in the
JSON Connection Status (/api/status). Section 3.3 has been updated with new
“attach” and “license” labels. See the APl documentation for 7.2 for detailed
information.

Hostname changes

A new configuration parameter has been added to the JSON AP, called “Host-
name”, available for Windows and Linux.

The hostname forwarded to GateManager in the heartbeat as part of the ap-
pliance name <Name>["hostname"] See chapter 9 in the APl documentation.

If Hostname is not specified (<blank>), SME will read the hostname from the
host system.

Windows 10 Anniversary update (1607)

As a result of the changes to device driver security in the Windows 10 Anni-
versary Update (1607), all driver certificates have been resigned by Microsoft.

The new driver signing is important as it allows them to be used when secure
boot is enabled on Windows 10.

Documentation

The following new documents have been created or updated
- API Documentation V1.6
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10. APPENDIX — Troubleshooting Secondary ID

Continue from Chapter 2.2 above Secondary ID (Serial 2)

From release 7.2, all appliances have been issued a Secondary ID.

Mame Type Data

ab|(Default) REG.SZ  (value not set)
ab|Serial  REG.SZ  95B5995AD1CE-odWAHAEW]OLS
REG.SZ  b2gSTLEMgneodWwVWIaBFETVVomZMgSTLBMgneodSTAL OoMmEcmGxTzKNIKhZ

In addition to the normal serial number generated by the appliance, we have
added a Secondary ID (also named “Serial2”) to enhance security.

If this number changes from the one stored on the GateManager, it will be
rejected by the GateManager with an error message on the appliance:

GateManager Settings

GateManager not connected. ‘:5

A padlock icon will appear on the GateManager, both on the Appliance icon
at the left, and at the top (red).

There will also be a yellow padlock icon on the far right of the screen:

| Tree | Files | Licenses | server —

En s ol o |6 | @ Q| (¢ = J 1030-03-14 in g} QATestLab

=¥ Mail {1039-82-65) - DEVT:25 = MAIL Nl ; -
E%Qﬁ—ﬁﬂtest(lu?@—s}ﬁs:— 172.96.2.50 h Appliance | Agents | Backups | Alerts | Actions
£25¥ QA - WEB test (1030-82-68) - 172.26.2.50
Mame: 1035-%3-14
j . Product: SiteManager 1029 [Maobile broadband]
(‘% Mail {] 039-53-14) - DEV1:25 = MAIL Serial: _ &
3 QA - FTP test (1030-03-14) - 172.26.2.50 e R oS
/ %Qﬁ-WEE test (1039-93-14) - 172.26.2.50 Source IF:  172.16.17.52 \
[+ y“' 1030-G8-6A Firmware: w1039_17145 [ Release 7.2 ]

Selecting this padlock icon will manually allow the appliance to be accepted
by the GateManager and connect.

Note that the GateManager has not yet exchanged status information, and the
SiteManager is listed as 7.2 (17145) until it can connect again to the Gate-
Manager. Although it's currently on 7.1 (16444).

When the padlock icon has been selected, the appliance will be in a sus-
pended state before reconnecting.

! Notice: Appliance will reconnect in approx. 12 hours

LOK.

To shorten wait time, the appliance will reconnect immediately after a reboot:

ager VPN Routing | Maintenance
assword + Upgrade » Export

Confirm Reboot

Reboot Delay: | Mo delay ¥

| Reboot | | Cancel
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10.1.1. Reconnect periods

When the appliance reconnects, its reconnect period will depend upon the
firmware version. If the appliance is on a 7.1 firmware version (and below) the
appliance will take 12 hours to reconnect. On 7.2 and above it will take a max-
imum of 15 minutes. This can be overridden on both versions by restarting the
appliance (i.e. starting and stopping the SiteManager Embedded service or
rebooting the SiteManager Hardware).

10.1.2. Padlocked scenarios

Under normal operation a padlock will not occur, but it could appear in special
scenarios.

A special scenario (as stated below) could be that a SiteManager was manu-
ally downgraded through the SiteManager GUI from 7.2 to 7.1 using an “.ffs”
file, thus having its Secondary ID deleted as the 7.1 version has no knowledge
of it. When reconnecting after the upgrade, a mismatch between the Gate-
Manager and the SiteManager will occur.

Example of scenarios that produce a padlock icon:

- Downgrading any SiteManager using the internal upgrade function in the
SiteManager GUI (Maintenance -> Upgrade), from 7.2 and above to 7.1
and below.

- On SiteManager Embedded, deleting the Secondary ID (i.e. due to factory
reset, registry changes or file deletion)

- Downgrading a LinkManager to a pre 7.2 version (see “Pre 7.2 LinkMan-
agers (IMPORTANT!)”)

10.1.3. Technical details
The Secondary ID is a string of 1-127 characters (range from 0x21 to 0x7e).

When auto generated by the system it will default to a 64-character random
string value (a-z, A-Z, 0-9).

It identifies the Appliance (SiteManagers, LinkManager Appliances, etc.) to-
wards the GateManager along with the normal serial number.

10.1.4. Padlock will show in two variations

If you have the Padlock showing you have two appliances using the same
serial number. One SiteManager is the intended SiteManager and the other
must be a hijacked SiteManager. The Secondary ID prevent the hijacked
SiteManager to be active so everything is OK.

Let's see an example.

1) Intended SiteManager connect

Serial: elil:000cz9ciozal-g0 W32

2) Hijacked SiteManager connect at the same time

Serial: elil:000c22ci0ozal-50 N3Z

You will not see any issue because the correct SiteManager is still con-
nected and the Hijacked SiteManager will in silence be rejected.

3) Intended SiteManager goes offline while Hijacked SiteManager try to con-
nect:

Serial: 5111:000C29C102A1-S0mmmmiumiG2 | £y
Created: 2017-0%-13 1739 h——-____‘_ ﬂ
Source IP: 172.16.16.132 =

e MM oo c P -1 - PSP | 1-""l--.___

Hijacked SiteManager will be rejected.

Mouse over will show: “Appliance is using wrong credentials; connection
blocked. Click to unlick/reset credentials.”
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4) Intended SiteManager connect again:

Serial: (8111:000C23C102A1-80 L0 a2 |
Created: 2017-09-12 17:39
Source IR 172.16.16.132

Firrmuars nEd1d 172 [ Tast Ralazza 7 3 - 17260 1

When the Intended SiteManager reconnect (powered on) it will again take
over the connection.

Mouse over will show: “Rejected connection from (duplicate) appliance
using wrong credentials. Click to clear message.”

Pressing the padlock icon will just remove the RED background. Hijacked
SiteManager will still be rejected in the background, like in first (1) case.

Note: The SiteManager GUI button will only show when it is Intended SiteM-
anager that is connected.
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11. APPENDIX - Let’s Encrypt

The following chapter will show a few hints when trying to install the Royalty-
free Web-server Certificate.

11.1. Staging server for experimental tests

Use the Staging environment if you need to make experiments before your
installation is ready for a real Web-Certificate

https://letsencrypt.org/docs/staging-environment/

https://letsencrypt.org/docs/rate-limits/

11.1.1. To switch to staging server:

| Advanced setbngs

| Wiew All || Expert Mode Max Web Standard Request: KB
Prefer AESZ56: Max Web Form Data: 127 KB
Max Web File Data: 128 ME

Enable Expert Mode

l Tree ] Files I Licenses I Server
l Status I Log I Mail I Config I Certificates ] Routes l Tools I Backups I AL Password

GateManager Configuration -- Expert Mode

» & Basic Setup

‘ & WAN/LAN (Public /Private) Interface Setup

WAN Maode: External Public Hostname: |gml325tlnwn dyndns arg

1P address: [17z1806.38 | External Public address: | e

Subnet Mask: [255.255.2550 | External Public bask: | |

Default Gateways  17216.16.1 | eublic aTa Bart range: |SSEDD-558DE |

Ethernet Settings:

WAN R¥ Bandwidth: I:l kbps Internal GTA Hastnarme: |

wan T pandwideh: | |kbps Internal Subnets: [1o000ss 17208070024 1920880008 |
ACME CA server: |acme-v01 .api.letsencrypt.ory |
ACME test server: |#a:me-stagmg.api.letsencrypt.org |

Reney before expires: daps

Enter Edit mode and change the ACME fields like:

e
ACME CA server: #acme-v01 apiletsencrypt.org |
#Factne- v
ACME test servar: acrne-staging. apl. |
AcH e-5ta

Renew before expires: days

Staging mode for testing and unlimited Duplicate Certificates.
The server will need a reboot.
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Result of a Staging certificate request:

Obtaining and Installing rovalty-free Web-server Certificate

successfully obtained rovalty-free TEST certificate!

Mote: Test centificates are not autamatically installed, as they are not signed by a trusted C& authority.
Click on the Install button to install it anywary.

Install
Activity:
Tue Mar 7 17:08:E4 UTC Z017: Generated priwvate rsa key in account.pem
Tue Mar 7 17:0&:E54 UTC Z017: Generated account key.
Tue Mar 7 17:06:E56 UTC Z017: Degistered account on server https:/ffacme-staging. api.letsencrypt.org == ID=1E534440
Tue Mar 7 17:07:00 UTC Z017: Validated domain gmS3ZE0owmn. dyndns. org on https: ffacme-staging. api. letsencrypt _org.
Tue Mar 7 17:07:36 UTC 2017: Generated priwvate rsa key in key.pem
Tue Mar 7 17:07:37 UTC 2017: Generated C23R for gmIZ250owm. dyndns. org.
Tue Mar 7 17:07:3% UTC 2017: Created certificate: Subject: CH=gmIEZ5S0owmn.dyndns. org
Tue Mar 7 17:07:3% UTC 2017: Add issuer cert from http:/fcert.stg-int-xl.letsencrypt.orgs
Tue Mar 7 17:07:40 UTC 2017: Add issuer cert from http:/fcert.stg-root-xl.letsencrypt.orgs
11.1.2. Result:

The certificate will NOT be a trusted Cert. for various browsers as expected

Certificate: ws_cert.pem

Certificate:
Data:
Wersion: 3 (0xz)
Serial MNumber:
fa:ld4:Zf:72:3a:08:%a:co:Fe:dd:4d: 7882 f8:Za:5f-c4:04
Bignature Algorithm: shazEeWithBEAEncryption
Issuer: CHN=Fake LE Intermediate X1
Walidity
Not Before: Mar 7 1l&:10:00 2017 GHMT
Not After : Jun & le:10:00 2017 GHMT
Subject: CHN=gum39Z50owm. dyndns. org
Subject Public Key Info:
Public Eey Algorithm: rsaEncryption
Pubhlic-Eey: (4096 bit)

Modulus:
O0:a7:55:3a:7d4:5d:4e: 80 £3: 404 £f2: 67 1laze7:
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11.2.Failed request will prompt a trouble-shooting tips

Obtaining and Installing royalty-free Web-server Certificate

An error has occurred

The latest manual or autom atic interaction with the ACME CA server failed for some reason.

The information returned included the following explanation:

Desription: 'Could not connect to gm42&0secolab.dyndns.org'
Type: 'hittp-01'

Trouble-shooting tips

« Ensure that your server's external public hostname has a valid public DMS record.
« Ensure that your server is receiving HTTP connections (in-bound TCP port 80).

» Ensure that your server can connect to external DMNS servers (out-bound UDP port 53).

In this case, it is likely that there is not port 80 access from the internet to the
local GateManager address (http-01).

11.3.CASE: Public IP and public hosthame don’t match

Tree Files Licenses Server

Status T Log T Mail T Config | Certificates | Routes T Tools T Backu

Server Certificates

Web Server Certificate - Using local CA certificate

Active Public IP (94.18.233.162) does not match External Public Hostname
"hkromann.dk” (80.165.4.115) ﬁ

The Web Server certificate and private key are used to authenticate your server when
accessing the server from a browser with the HTTPS protocol. If you don't use a Web
Server Certificate issued by a publicly recognized certificate authaority, the browser will
issus & 55L warning of some form, warning users that the identifiy of vour GateManager
server cannot be validated.

You can use the “Free Cert” button to automatically obtain and install a rovalty-free web
server certificate.

Alternatively, use the "Make C5R" button below to create a “Certificate Signing Request”
file suitable for ordering a properly signed certificate from your preferred certificate

authority.

| Install | | Make CSR | | Free Cert |

In this case the Server source IP don’t match the hosthame’s assigned IP like:
hkromann.dk.
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11.4.Valid Web-Certificate but server lost it’s hostname

Tree Files Licenses Server

Status Log Mail Config Certificates Routes Tools Backups AL

Server Certificates

Web Server Certificate - Installed £

Using royalty-free certificate.

Current certificate's Common Name "gm4260secolab_dyndns.org™ does not match server's public
hostname "172.16.16.76"

Active Public IP (94.18.233.162) does not match External Public Hostname "172.16.16.76"
{172.16.16.76) &

The Web Server certificate and private key are used to authenticate your server when accessing the
server from a browser with the HTTPS protocol. If you don't use a Web Server Certificate issued by a

publicly recognized certificate authority, the browser will issue a 35L warning of some form,
warning users that the identifiy of your GateManager server cannot be validated.

You can use the “Free Cert" button to automatically obtain and install a royalty-free web server
certificate.

Alternatively, use the "Make CSR™ button below to create a "Certificate Signing Reguest” file suitable

for ordering a properly signed certificate from your preferred certificate authority.

[ Wiew ] [ Upgrade ] [ Make CSR ] [ Free Cert ]

In this case the server don’t even have a hostname. And the current Web-
Certificate don’t match the hostname (172.16.16.76).

11.5. GateManager with no hostname is not supported

An error has occurred

The latest manual or automatic interaction with the ACME CA server failed for some reason.

The information returned included the following explanation:

Desription: 'Issuance for IP addresses not supported’

Type: 'urn:acmeerror:malformed’

Trouble-shooting tips

* Ensure that your server's external public hostname has a valid public DNS record.
# Ensure that vour server is receiving HTTP connections (in-bound TCP port 80).
* Ensure that your server can connect to external DNS servers (out-bound UDP port 53).

It is not possible to request a certificate for an IP address.
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11.6.Too many renewals

In case the certificate has been renewed too frequently it will be rejected. In
writing the limit is set to 5 certificates pr. 7 days. See chapter above for “Stag-
ing environment” in case certificate testing is necessary.

An error has occurred

The latest manual or autamatic interaction with the ACME CA server failed for some reason.

The information returned included the following explanation:

Desription: 'Error creating new cert i Too mani cartificates alreadi izsued far exack set of darmains: gm2250own.dyndns. org’
Type: ‘urmiacrme: errariratelirnit

Trouble-shooting tips
s Ensure that vour server's external public hostname has a valid public ONS record.

« Ensure that vour server is receiving HTTP connections (in-hound TCP port 80).
o Ensure that vour server cah connect 1o external DNS servers [out-hound UDP port 53]

Error: Rejected - Error creating new cert :: Too many certificates
already issued for exact set of domains: gm9250own.dyndns.org

11.7.Install Certificate anyway

Rovyalty-free Web-server certificate from Let's Encrypt

DISCLAIMER:

Schneider Electric has no affiliations with Let's Encrypt, and does not recommend or prefer
their services in favour of other commercial or free certificate issuers. Which CA yvou decide
to use is solely your own responsibility.

Schneider Electric cannot guarantee that Let's Encrypt will remain in service, or that the APls
of Let's Encrypt (as im plemented by the GateManager software) will continue to work as APls
are subject to change.

A royalty-free certificate is only valid for 90 days (typically), but GateManager will

autom atically attem pt to renew the certificate 30 days before it expires; howewver Schneider
Electric cannot guarantee that the certificate renewal will work if the Let's Encrypt "Terms of
Use" changes and requires manual confirmation of the new terms (the procedures how this is
handled are not clear at the time of this GateManager release, but it is supposed that a
natification is mailed to the your Let's Encrypt account email).

The main advantage of the royalty-free service is that you can immediately obtain a browser
trusted certificate for a new GateManager installation, but if vou like, vou can - at any time -
decide to use another certificate issuer for your server.

Cannot obtain a royalty-free certificate.
Active Public IP (24.13.233.162) does not match External Public Hostname "hkromann.dk™ (80.165.4.115)

Click on Ignore if yvou want to try to obtain a certificate anyway.

| lgnore || Refresh |

It is possible to install the Web-certificate even if the hostname and public IP
don’t match. This can be in case the GateManager has dual WAN connections
and therefor might use the failover address when it try to request the Lets
Encrypt Certificate.

Important! There must still be TCP:80 access on the right IP address to the
Server for the Lets Encrypt to validate the server. In this case itis 80.165.4.115
need to be the one connecting to GateManager on port 80.
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11.8.

11.9.

Missing CURL on GM 8250

Rovalty-free Web-server certificate from Let's Encrypt

DISCLAIMER:

Secomea has no affiliations with Let's Encrypt, and does not recommend or prefer their
services in favour of other commercial or free certificate issuers. Which CA& vou decide to
use is solely yvour own responsibility.

Secomea cannot guarantee that Let's Encrypt will remain in service, or that the APls of Let's
Encrypt [as implemented by the GateManager software)] will continue to work as APls are
subject to chanoe.

A rovalty-free cenificate is anly valid for @0 days (typically), but GatemManager will
automatically attempt to renew the certificate 30 days before it expires; however Secomea
cannot guarantee that the cenificate renewal will work if the Let's Encrypt "Terms of Use"
changes and regquires manual confirmation of the new terms the procedures how this is
handled are not clear at the time of this GateManager release, but it is supposed that a
notification is mailed to the your Let's Encrypt account email).

The main advantage of the royalty-free service is that you can immediately obtain a browser
trusted cenificate for a new GateManager installation, but if vou like, vou can - at any time -
decide to use another centificate issuer for vour server.

Please install the "curl" program on your server to proceed.

In case the Linux installation did not include the curl program. Go to the Linux
console and install curl.

Redhat/CentOS distributions:
# yum install curl
Debian/ubunto disatributions:

# apt-get install curl

Running on outdated Linux system

If for some reason the Linux system is not up to date you might have trouble
completing the Let’s Encrypt process. The GateManager will raise the Yellow
message below:
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Royalty-free Web-server certificate from Let's Encrypt

DISCLAIMER:

Secomea has no affiliations with Let's Encrypt, and does not recommend or prefer their
services in favour of other commercial or free certificate issuers. Which CA you decide to use
is solely your own responsibility.

Secomea cannot guarantee that Let's Encrypt will remain in service, or that the APls of Let's
Encrypt (as implemented by the GateManager software) will continue to work as APls are
subject to change.

A royalty-free certificate is only valid for 90 days (typically), but GateManager will
automatically attempt to renew the certificate 30 days before it expires; however Secomea
cannot guarantee that the certificate renewal will work if the Let's Encrypt "Terms of Use”®
changes and reguires manual confirmation of the new terms (the procedures how this is
handled are not clear at the time of this GateManager release, but it is supposed that a
notification is mailed to the your Let's Encrypt account email).

The main advantage of the rovalty-free service is that you can immediately obtain a browser
trusted certificate for a new GateManager installation, but if vou like, vou can - at any time -
decide to use another certificate issuer for your server.

Failed to communicate with Let's Encrypt certificate server.

Please check that your server has a working internet connection, and that it is using the [atest
CateManager software and the operating system is up-to-date with relevant system patches.

In most cases a standard update of the linux OS is enough like:

Redhat/CentOS distribution:
# yum update
Debian/Ubunto distribution:
# apt-get update

/end

Secomea A/S
Denmark
CVR No. DK31 36 60 38

Email: info@secomea.com

www.secomea.com
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