New in Secomea Release 16.0

a
Nice to know information about this release:

Secomea TrustGate 16.0 build 17434 public 2017.10.28

Version: 1.0, 2017

NewlInReleasel6.0.docx
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2.1.

Change log

1.0 Initial version

TrustGate RELEASE 16.0

lease.

Release 16.0 includes several security related changes, details of which are not dis-
closed here. We strongly recommend that you upgrade your TrustGate to this re-

This document describes the new features and improvements since previous
15.0.15123 public release. Most bugfixes are not covered here, but a detailed
list will be found in the public Release Note:

http://ftp.secomea.com/pub/releasenotes/TrustGate Release 16.0 17434.txt

IPsec AES-256 support

The TrustGate IPsec engine has been upgraded to support AES-256/SHA-
512.

IPSec Parameters:

ID Type: Uze General Setting T
Encryption Algorithrm: Usze General Setting ¥
Yeeh Al b Uze General Setting
Auto
Diffie-Hellrnan Sroup:
AES-192
Petfect Forward Secrecy: AES-123
3DES
| DES =

Supported crypto and algorithms:

DES, 3DES, AES-128, AES-192 (new) and AES-256 (new)

MD5, SHA-1, SHA-256 (new), SHA-384 (new) and SHA-512 (new)
DH1, 2, 5 and DH 14, 15, 16, 17 and 18 (new)

IKEv1 (IKEvZ2 has yet to come).

TrustGate is still using Tunnel-mode/Main-mode and Aggressive/Quick-mode
is not an option.

Notice that the AES-256 will require more CPU load and will decrease the
IPSec performance.

IPSec Auto negotiation

Previous release:

Default Encryption Algarithm: Any ¥
Default Hash Algorithrn: Any ¥
Default Diffie-Hellman Group: Ay b
Default Perfect Forward Secracy: on ¥
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Release 16.0:

Default Encryption Algarithr: Autao ¥
Default Hazh algorithrn: Auto ¥
Default Diffie-Hellrnan Group: Autao b
Default Perfect Farward Secrecy: on ¥

The option “Any” has been altered to “Auto”. With the new supported algo-
rithms, there are 400 combinations and it would be too much to try them all,
so in Auto mode we limit the proposals as the tables below will show.

Proposal TrustGates Encryption Hash Algorithm Diffie-Hellman
groups

#1A TG164, 264, 460R, 560R | AES-256, AES-128 | SHA-512, SHA-256 | DH15, DH14

#2 | e REEE AES-128, 3DES SHA-256, SHA-1 DH5, DH2

#1B TG60, 61, 62, 160, 260 AES-256, AES-128 | SHA-512, SHA-256 | DH15, DH14

#2 | e REEE AES-128, 3DES SHA-256, SHA-1 DH5, DH2

In Auto mode, the TrustGate will cover any of the combinations in both #1 and
#2 proposal. TrustGate 6x and TrustGate x60 will not include the AES-256 in
its Auto modes.

DES, MD5 and DH1 have been removed from the auto mode proposals - all
are considered unsafe, but can still be configured manually.

2.1.1. EasyTunnel

The EasyTunnel tunnel will default to the highest encryption included in the
Auto proposal. This means a TrustGate 62 as EasyTunnel Server will use
proposal #1B from the table above. A TrustGate 264 will be using proposal
#1A from the table above.

In any case, if the EasyTunnel Client is NOT upgraded to release 16.0 it will
use proposal #2 from the table above.

3. Certificate upgraded from 1024 to 2048 bit key length

The TrustGate certificate engine has been upgraded to support SHA-256 and
RSA-2048 for both local Certificate and the build in CA-server.

The certificate is used in tunnel negotiation and for the web interface (see next
chapter).

A new installed TrustGate will automatically use the upgraded certificate, but
upgrading the firmware on an already configured TrustGate, will not automat-
ically upgrade the certificates.

IMPORTANT! Before you upgrade the Web Certificate you should read Ap-
pendix A that covers what to pay attention to before upgrading the certificates.

4. TrustGate WEB server update

4.1. Protocol and Ciphers

4.1.1. The TrustGate web server (admin GUI) has been upgraded with support
for the following:

TLS 1.2 protocol, Ciphers like RSA-2048, DHE-2048 and ECDHE-256. Week
ciphers have been removed see Release Note for details.

Page 5 of 14

sechbmed



4.2. Web Server Certificate

The TrustGate web servers public key has been increased from 1024 to 2048
key length.

The WEB Certificate is not upgraded automatically on firmware upgrade but
will have to be created manually. Creating a new Local Certificate will upgrade
the WEB server certificate to use SHA-256 and RSA-2048.

IMPORTANT! Before you upgrade the Web Certificate you should read Ap-
pendix A that covers what to pay attention to before upgrading the certificates.

4.3. Upgrade Web Server Certificate

Certificates Info Local Trusted CAs

Local Certificate

Certificata:
Data:
Version: 3 (0xZ)
Serial Number: 14393151330 (0xE8ffaeccl)
Signmature Algorithm: shaZBeWithRSAEncryption
Issuer: CH=TGZ&4-73_BE& CA
Validity
Hot Before: Mar 25 12:02:10 2017 GME
Mot After : Mar 31 12:02:10 Zz0O13
Subject: CN=TGZE4-73_EE
Subject Public Hey Info:
Public EKey Algorichm: afncryption
Public-Eey: (1024 bit)
Modulus:
O0:c2:cd:£7:91:db:E9:bZ:4f: £6:40:23:22: 50: 54

Exponent: 3 {0x3)

Create a 2048 bit key certificate by pressing the NEW button and follow the
wizard.

Save | Mew

This should bring up a certificate as shown below:

Log « HELP
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Local s Trusted CAs

Local Certificate

Certificate:
Data:
Wersion: 1 (0x0)
Serial MNuwber: 1451550037 (0x571el347)
Sigmature Algorithm: sha?S6WithRSAEncryption
Issuer: CHN=TGZe64-73_E6, O=S5ecomea A/S, L=Secg
TValidity
Hot Before: Oect 23 09:2Z:07 2017 GHME
Not After : Oct 31 09:22:07 Z0zZ
Subject: CN=TGIZE4-73_B&, O=Secome
Subject Public Key Info:
Dublic Hey Algorithu: xailier
Public-Eey: (2048 bit)
Modulus:
00:28:8a:44:97:d6:b3:de:1£:8c:b4:8c:2f:2a:99:
Sl:fe:c8: b9 ee:0b:55:56:de:13: £3:66: 1la-e3:ak:
Bo:d9:cd:Z0:cd:47:0c-af:d4: fa-Fe-he:62:-da:63:
dd:7c:ff:Saredicatbficd:Se:33:08:33:33:11:h7:
98:8d:Tatkbl:33:07:62:83:71:32:a3:8e:ac:aa:d7:
derel:7cic0:l6:57:b3:67:bd: 09:CcE-89:94:36: Fa:
Ge:af:ab:52:bI:1£f:6b:93:d6: 53:6d:d4:c3:5b: Se:
bd:de:£1:33:20:b4:8a:e7:62:ba:00:6b:9c: fa:8e:
e3:67:e7:3d:71l:eb:c0:cZ:dd: 70: fci66: 54-42:43:
04:0e:3d:a9: bo:hi-as: Fh: f0: 13:04:af:aB8:-75:8a:
3f:08:3d:8a:39:da:farzZl:fe:02:0c:ce:ZatZ3:21:
4f:bP:9d:?d: 20:ZF:62:76:97:eB8: lazcl:e0:Za: fh:
37:595:e7:5b:86:5b:ad:61:bh:a7: £3:3e:c8:3a:86:
1d:e8:df:19:29:2b:2d:d%:a3:7b:0£:a7: 53: £f2:bd:
Se:eathd-d8:hf:35-0o-d4:86:9a-B8:10:88: fd:de:
Bo:iTbibai05:33:7E:dl:74:91:1A:584:583:3b:7Z:83:

The Web server is now SHA256/RSA-2048 enabled.

4.4. GUI logout

rrostoore |
@A

tific ‘PN Fi all Routing Maintenant tus
System Info 4 General |Time + LAN + DMZ + WLAN s WAN WAN2 WAN3

Log e HELP Logout

General
Device Name: TG264_A2Z-Master
Sysadming Jsmidth<js@comporate, it>
Location: Herlev
Organization: Secomea A/S
[GU[ Timneout; 10 minutes [n—144|3]]

SNMP
SHMP Managernent: Disabled ¥
Read Community: public
Enable Traps: Ha v
Trap Community: public
Trap Target:

Save

New GUI logout can be configured on the page “SYSTEM > General” if the
default 10 minutes logout is not enough.

The logout option is only available when logged in locally with the admin ac-
count. When using the [TrustGate GUI] button from the GateManager portal,
the logout option is not needed.

5. Web Proxy

The Web Proxy now includes auto configuration (WPAD) support, and has
been modified to use two distinct ports for explicitly forwarded requests (port
3128) and transparently intercepted requests (port 8080), respectively. In pre-
vious firmware versions, port 8080 was used for both kind of requests. If you
have manually configured your browser to use port 8080, you should change
it to use auto configuration (WPAD) instead. Alternatively, reconfigure it to use
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7.1.

7.1.1.

7.1.2.

8.1.

port 3128 instead. No action is needed for Destination NAT rules that intercept
web requests and redirect these to port 8080.

No changes have been made to the Web Proxy interface.

GateManager

The GateManager connection has been upgraded to support the latest
GateManager enhanced protection. The connection to the GateManager will
now guard against appliance spoofing. This requires GateManager Server 7.3
or higher.

If you are using GateManager for remote Access to the TrustGate:

- if you, for some reason, need to downgrade the TrustGate to pre-16.0 firm-
ware, you should do it from the GateManager. If downgrading from the Trust-
Gate GUI, you will have to perform an unlock from the GateManager Portal to
overcome the spoofing protection, see your GateManager documentation for
more details.

TrustGate 560R+

Release 16.0 includes support for TG560R with improved CPU performance.
All new TG560R+ will be released with an Intel i5 CPU that improve perfor-
mance.

The IPsec performance has been improved by a factor 2. To be able to keep
appx. 1 Gb/s IPsec speed using the new AES-256 encryption. The previous
TG560R will still be able to keep the listed speed when using AES-128 as
available on release date for that product.

To identify if you are running a TG560R or a TG560R+

After a reboot, the system log will show the following line:

TrustGate 560R:

kern.info smpboot: CPUO: Intel (R) Pentium(R) CPU G2130 @ 3.20GHz (fam:
06, model: 3a, stepping: 09)

TrustGate 560R+

kern.info smpboot: CPUO: Intel(R) Core(TM) i5-3550S CPU @ 3.00GHz (fam:
06, model: 3a, stepping: 09)

Mobile interface

Diagnostics
The Menu has moved from “Status > Diagnostics” to “WAN2/3 > Diagnostics”.

There have been implemented improved Hardware Information and more cor-
rect test data.
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8.2.

8.3.

8.4.

== Mobile metwork test ===

Mobile Scan

Last scan: Sun Oet 29 16:09:52 2017

-- FWl Informstion --
w1560 17437

-- HW Information —-
HUAUEI_MOEILE M82372h-153; Rew.: 21.327.07.00.00; IMEI: 866129030007868; IMSI: 238201009434609; ICCID: 89450403160715346090

-- SIM card Information --
SIM IMSI: 238201009434609
SMS service cemter: +4528137000

-- Mobile networks --
Test 1: Network scan for available networks

Network name Short naus Metwork mamber Hode gratus (roswing)
Telia DK Telia 23820 4G current

Telia DK Telia 23820 36 available

DC TDC 23801 ac forbidden
Telenor DK TelenoDK 23802 ac availahle

3 DK 3 DK z3308 4G availsble

3 DK 3 DK 23808 36 available
Telenor DK TelenoDK 23802 36 available

DC TDC 23801 30 forbidden

DC TDC 23801 z0 forbidden

Test Z: Error: Could not deregister!

-- Mobile network signal and cell ID tests —-
Test 3: Register to default network (euto mode) and show status every & seconds 5 times

Network name Network mumber Degistration status Location Area Cell ID Mode Signal {0-21)
TeliaDK 23820 Pegistered, home network 24043 0 4G zz
TeliaDK 23820 Pegistered, home network 24043 0 4G zz
TeliaDK 23820 Pegistered, home network 24043 0 4G zz
TeliaDK 23820 Degistered, home network 24043 0 ac zz
TeliaDK 23820 Degistered, home network 24043 0 ac zz

Test 4: Register to default network with GSM/2G and show status svery 5 ssconds 5 times

Hetwerk name Network number Begistracion status Location Area cell Ip Hode Signal (0-31)
TeliaDK 23820 Registersd, home network 24043 0 4 2z
TeliaDK z3820 Registered, home network z4043 o 4G Z1l
TeliaDK z3820 Registered, home network z4043 o 4G Z1l
TeliaDK 23820 Registersd, home network z4043 o 4 2z
TeliaDK 23820 Registersd, home network z4043 o 4 2z
IMEI, IMSI and ICCID are shown

Last heartheat: 2017-10-29 18:55:28 (50 seconds ago)  Mext: 19:05:24 (in 08:52) &

Cate/tinne: 2017-10-29 18:46:38

Uptime: 1 hour & minutes 10 seconds

WAN port: 192,56,1,1/255,255,255.0 [DWH)

WAMZ port: 192,56.2,.1/255.255.255.0 (DOWN)

WANT port: 10,222,146,73/255,255,255,255 (UP)

Lar port: 17%2,16,99,201/255,255,255.0

CMZ port: 192,56,3,1/255,255,255.0

OMZZ port: 192,55.1,2/255,255,255.0

DMZ3 port: 192.55.3.1/255,255,255.0

Expansion Slot: 45 [TeliaDk]: Signal: 23

SIM ICCID: 994504031 60715346090

SIM IMSI: 2322010094324£09

Maoderm IMEIL: SEE1EA0I000TEES

Systern Temp.: 39.0C

CPU Termnp.: 50,57

CPU Load: 0.2%

GateManager Address: grnd2é0secolab.dyndns.org 94,18, 233,169

Power Supply: #2: 0k #1:

Fan Speead: #dr 2393 RPM #3: 323 RPM #2 2422 RPM #1: 2431 RPM

An inserted Mobile Broadband adapter will show various information in the
GateManager Portal:

ICCID: Integrated Circuit Card ID (the number printed on the SIM Card).
IMSI: International Mobile Subscriber (identifying your ISP)

IMEI: International Mobile Equipment (the serial number on the modem).

Mobile broadband

General name changes from 3G to Broadband have been made to cover
3G/4G and LTE.

Broadband adapters

Added support for more Mobile Broadband USB adapters like Huawei
MS2372h-153 LTE and many others.
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9.1.

9.2.

10.

10.1.

10.2.

11.

11.1.

11.2.

11.3.

11.4.

WiFi Interface

WiFi Client

Several improvements made for the WiFi Client mode to improve stability.

Static

Support for Static IP on WiFi interface in case the AP has no DHCP service.
WANS

WANG (defzult) iz up.

SSID: Secomeaduest Scan
WiFi kew: L T

IP Address: 192.168.100,219

Subret Mask: 255,255,255.0

Default Gateway: 192,168,100.1

TrustGate SoftClient

Windows 10 support

Drivers have been digital signed by Microsoft approved authority to fully sup-
port any Windows 10 versions including secure boot, Anniversary and Crea-
tors updates.

DLL hijacking protection

Improved protection of SoftClient installer against DLL hijacking.

Additional fixes

Watchdog

Improved watchdog system. Several optimizations have been made to the
watchdog to ensure system will reboot correctly on ACM (GateManager con-
nection) failure.

Local Aliases

You can now use LAN, DMZ, DMZ2 and DMZ3 as aliases for the respective
interfaces in various tables and fields where it is already possible to enter a
DNS name. Firewall and NAT tables are obvious.

DHCP Client perform IP check

The DHCP Client now check for address in use and perform a decline that
enable the DHCP server to abandon the IP and release a new IP for the DHCP
Client. This helps preventing IP conflict on the local network.

Traffic shaping

The QoS queueing is using FQ CoDel algorithm (rather than FIFO) on each
individual QoS queue to improve latency for interactive sessions during high
load. In other words — an attempt to improve traffic shaping when you have
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configured the Rx/Tx parameter on the WAN interface. New connections
(opening a browser, DNS requests and so on) should be more reliable on high
loaded networks.

11.5. Stability improvements
Several bugfixes have been made regarding potential memory leaking.
Release Note

A Complete list of bugfixes are listed in the public Release Note text file.

http://ftp.secomea.com/pub/releasenotes/TrustGate Release 16.0 17434.txt
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12.

12.1.

13.

13.1.

Appendix A

Local Certificate and CA-certificate

The TrustGate certificate engine has been upgraded to support SHA-256 and
RSA-2048 for both local certificate and the build in CA-server. The Local cer-
tificate is used for the X509 enabled tunnels but also the TrustGate web inter-
face.

Pros and cons

Using RSA-2048 on the local certificate will increase the security level of the
WEB certificate and the tunnel authentication. The WEB certificate is usually
not exposed to the internet (local firewall block for TCP:443) but sometimes it
is and then it is an important to upgrade to RSA-2048.

The tunnel authentication part is a needed security upgrade and should be
performed.

It is important to notice that changing the Local Certificate require all VPN
tunnels using Pre-loaded Certificates to be updated with the new certificate. If
using Trusted CA you have to update the remote sites trusted CA list with the
new certificate.

If your setup is a EasyTunnel set up the system will automatically request the
necessary certificate and all actions will be handled by the system. You just
have to select the EasyTunnel menu and you will be prompted the ET Wizard.

_ ( I\

System GateManager Certificates CaAl WPM [Firewall Routing Maintenance Status Log
¥PN Info + General » Peers Tunnels « PPTP

EasyTunnel Server Preparation

The local certificate of this appliance needs to be
zignad by the CA, so that it will pass authentication
by the EasyTunnal Cliants.

If you currently use the certificate to authenticate
towards other peers, you may need to take steps to
make those pears accept the signed certificate.

Cancel Mext ==

How to start using SHA-256/2048 bit Certificate

Pre-Loaded Certificates

Are you using Pre-loaded Certificates on your tunnels you create a new Local
Certificate and distribute the new certificate to all remote sites.

Public IP Address Dynamic DNS Comment

Peer shown GREEN Icon is using Pre-Loaded Certificate.
Select Certificate > Local

Press [New] button:

Save |_ M w

Press [Create] and follow the guiding on the screen.
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13.2.

13.3.

13.4.

The TrustGate should end up having a new Local certificate with a SHA-
256/RSA-2048 enabled certificate.

This certificate must be distributed to all remote sites having a PEER to this
TrustGate.

In the same process, the local web certificate has been upgraded because the
web server is using the local certificate.

Trusted CA

Create a new Local Certificate on the TrustGate and get this certificate re-
signed by the CA server. The new signed certificate is re-installed on the
TrustGate and no further action is needed.

In same process, the local web certificate has been upgraded because the
web server is using the local certificate.

Public IP Address Dynamic DNS Comment

Peer using Trusted CA.

On EasyTunnel Client

Create a new Local Certificate, as in chapter 13.1 and delete the EasyTunnel
servers certificate located in Trusted CA. This will automatically make the local
certificate signed by the EasyTunnel server on the next tunnel rekey. Easy
step is simply to reboot the TrustGate.

In same process, the local web certificate has been upgraded because the
web server is using the local certificate as Web Server Certificate.

EasyTunnel Server

Both the Local Certificate (see chapter above) and the CA-Server should be
renewed to increase security to the highest level.

The CA-server certificate is renewed by resetting the CA-Server select:
Maintenance > Reset and ONLY type in the CA password as shown below:

1 v s e ol
ey

m Gat ager Certificat WPM  Firewall Routing [Maintenant tatus Log e HELP

e Info » Reboot + Upgrade » Export Impoi

Reset Configuration

If you want to rezet the configuration, enter the "admin" password below,
Thiz will reset all configuration settings ta the factary defaults.
The IP address of LAM will be set to 10.0,0.1/24,

If you want to erase the CA configuration, enter the CA password below.
Thiz will eraze the CA certificate, and any certificates signed by the CA

Warning: The cartificates cannot be restored, vnlass you have previously
exported the configuration, including the CA private Ley.

"admin" password:

[ CA password: 'uuuoooooo.{ ']

Reset

Enter only the CA password to reset the CA server certificate.

Select VPN > EasyTunnel and follow the EasyTunnel wizard to make all the
necessary certificate signing automatically executed.
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ey

WPN [Firewall

EasyTunnel Server Preparation

Ca Status

Certificates
VPN Info » General

Routing Maintenance
Peers Tunnels « PPTP

Log « HELP

GateManager

The local cerificate of this appliance needs to be
signed by the CA, zo that it will pass authentication
by the EasyTunnel Clients,

If you currently use the cerificate to authenticate
towards other peers, vou may need to take steps to
make those peers accept the signed certificate,

Cancel Mext =

Now the EasyTunnel server is up to date with the latest SHA256/RSA-2048
certificate.

IMPORTANT! All the ET-Clients tunnels will fail and they will need to get re-
signed as well. This is easily done simply by deleting the Trusted CA in the
ET-Clients Trusted CA list. Reboot the client and the system will automatically
get reestablished with all new certificates.

On each EasyTunnel Client locate the Trusted CA and delete the EasyTunnel
Server certificate, reboot the EasyTunnel client or just rekey the tunnel.

0 e e
secomea

ertificates Info

Trusted CAs

Distinguished Name

CH=ETServer?&0 CA g

Mew

Delete the Trusted CA certificate on all ET-Clients.

Secomea A/S
Denmark
CVR No. DK31 36 60 38

Email: support@secomea.com

www.secomea.com
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